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Abstract: With the deepening of informatization in higher education, the operation and maintenance of
public computer labs face challenges such as low system deployment efficiency, difficult software
environment maintenance, and significant data security risks. Cloud desktop technology offers an
effective solution to these problems. This paper investigates the RDVS5 cloud desktop system,
systematically analyzing its VOI (Virtual OS Infrastructure) architecture based on four design principles:
centralized storage, distributed computing, disk-network convergence, and data offloading. Key
technologies including system architecture, network boot process, master disk and copy-on-write
mechanism, multi-level caching with filter drivers, and offline hot-switching are elaborated through
diagrams and descriptions. Combined with the practical deployment requirements of university computer
labs, the application value of this system in unified management, rapid deployment, automatic
restoration, and data security is analyzed.
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1. Introduction

As higher education informatization deepens, public computer labs in universities have become
essential infrastructure for teaching, research, and examinations. However, traditional stand-alone
management approaches face increasingly severe challenges: (1) low system deployment efficiency,
requiring individual installation and configuration for each terminal; (2) difficult software environment
maintenance, with heterogeneous software requirements across different courses; (3) significant data
security risks, with uncontrolled local data storage; and (4) slow fault recovery, requiring manual
reimaging of failed machines!'2).

Cloud desktop technology provides an effective solution to these problems. Currently, three
mainstream architectures exist®*: VDI (Virtual Desktop Infrastructure), which uses server-side
centralized computing; IDV (Intelligent Desktop Virtualization), which runs local virtual machines on
terminals; and VOI (Virtual OS Infrastructure), which runs the OS directly on bare-metal terminals
without a virtualization layer. Among these, VOI achieves the best performance and compatibility since
the operating system runs natively on the terminal hardware, eliminating virtualization overhead™, but
VOI's main disadvantage is that computing and data reside on the terminal side, resulting in weaker
centralized management, lower security isolation than VDI, and greater reliance on terminal hardware
standardization and local maintenance.

This paper investigates the RDV'S cloud desktop system developed by Ruiqi Information Technology,
which implements a VOI architecture based on four design principles: centralized storage, distributed
computing, disk-network convergence, and data offloading. The core technology is the proprietary I-
Driver virtual disk, which operates at the block level between the file system and physical disk layers!®7],
The system has been deployed at scale in multiple universities, with deployment scales ranging from
hundreds to over a thousand terminals. A comparison with VDI and IDV is provided in Table 1.
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Table 1. Comparison of mainstream cloud desktop architectures.

Feature VDI IDV VOI
Computing Location Server centralized Terminal local VM Terminal bare-metal
Virtualization Layer Server Hypervisor Terminal Hypervisor None
Network Dependency High Medium Low
Performance Server-limited Virtualization overhead Near physical PC (no virt. layer)
Peripheral Compat. Poor Medium Good
Offline Capability Not supported Supported Supported

2. System Architecture Overview

The RDVS5 system adopts a three-layer architecture as shown in Fig. 1, consisting of the terminal
layer (distributed computing), the network layer (Gigabit Ethernet), and the server layer (centralized
storage). The terminal layer comprises PC terminals with local CPU, memory, and GPU resources that
execute the operating system natively. The network layer carries multiple functions including PXE boot,
block-level network storage (I-Driver), P2P data offloading, and management channels. The server layer
hosts the RDVS5 server running four core services: image management, terminal management,
DHCP/TFTP boot services, and block-level storage (I-Driver Target)®l.

By executing locally on the terminal, the system eliminates server-side virtualization overhead. Under
typical configurations, its interactive performance is close to that of a physical machine with equivalent
specifications.

Terminal Layer (Distributed Computing)

Terminal PC 1 Terminal PC 2 Terminal PC 3 Terminal PC 4 Terminal PC 5
Local Local Local Local Local
CPU/RAM/GPU CPU/RAM/GPU CPU/RAM/GPU CPU/RAM/GPU CPU/RAM/GPU

\l/ \l/ \l/ \l/ \l/ Disk-Network
Convergence

Gigabit Ethernet
PXE Boot | Block-level Storage (I-Driver) | P2P Offload | Mgmt Channel

\Z

Server Layer (Centralized Storage)

RDVS Server
Image Mgmt Service Terminal Mgmt Service .
Master / Diff Disk Register / Policy / Sched Centralized
Storage
DHCP/ TFTP Block Storage Service
Network Boot Service I-Driver Target

Fig. 1. Overall system architecture of RDV5.
2.1. I-Driver Virtual Disk Technology

I-Driver is a proprietary core technology developed by Ruiqi. It inserts a virtualization layer between
the Windows file system layer and the physical disk layer, encapsulating SCSI commands within TCP/IP
for transmission across the network. Similar to iSCSI®!% in concept, I-Driver is deeply optimized for
cloud desktop scenarios, integrating cache management, differential disk support, and P2P data transfer
capabilities.

2.2. UEFI Local Management Mode
In addition to the standard PXE network boot, RDVS5 supports a UEFI local management mode that

pre-installs the boot loader in the local EFI partition. This mode eliminates the need for DHCP/TFTP
broadcast and is suitable for cross-VLAN or DHCP-restricted network environments.
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3. Network Boot and Driver Loading

The complete terminal boot process is illustrated in Fig. 2 as a sequence diagram between the terminal
PC and the RDVS5 server. The process is divided into two phases: the UEFI phase and the Windows phase.

Terminal PC RDVS5 Server

1. DHCP Discover Broadcast

2. DHCP Offer (IP + TFTP Addr + Boot File)

3. TFTP Request BOOTX64.EFI

4. Transfer UEFI Loader + rdloader.efi + RdIscsiDxe.efi + rdconfig.ini

5. UEFI Loader reads config, loads RdlscsiDxe.efi (UEFI driver)

6. Establish block-level storage connection (I-Driver)

7. Map virtual disk (LUN), provide system image
UEFI Phase

Windows Phase
8. RdDiskDxe.efi creates virtual C: drive, loads bootmgr

9. ExitBootServices: UEFI drivers unloaded, session params saved

10. Windows kernel starts, loads RDVS5 drivers:

11. Rdlscsi.sys: reads session params, seamlessly takes over network

12. RdDisk.sys: takes over virtual disk

13. RdCache.sys: starts cache + RdFilter.sys: starts filter redirect

14. Windows desktop ready, enters normal operation

Fig. 2. Network boot and virtual disk mounting process.
3.1. PXE Boot and Boot File Loading

The boot sequence begins with a standard PXE process: (1) the terminal broadcasts a DHCP Discover
message; (2) the server responds with a DHCP Offer containing the IP address, TFTP server address, and
boot file name; (3) the terminal requests BOOTX64.EFI via TFTP; (4) the server transfers the UEFI boot
loader along with rdloader.efi, RdIscsiDxe.efi, and the configuration file rdconfig.inil®!.

3.2. Two-Stage Driver Loading Mechanism

A fundamental challenge in diskless booting is the bootstrap paradox: the system image resides on
the virtual disk, but the virtual disk driver itself is part of that image. RDVS5 solves this through a two-
stage driver loading mechanism!®!,

Stage 1 (UEFI phase): The UEFI loader reads the configuration file and loads RdIscsiDxe.efi, which
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establishes the block-level network storage connection (I-Driver). RdDiskDxe.efi then creates the virtual
C: drive and maps the LUN to provide the system image, enabling bootmgr to load.

Stage 2 (Windows phase): After ExitBootServices unloads the UEFI drivers (with session parameters
preserved), the Windows kernel starts and loads four RDVS drivers in sequence: Rdlscsi.sys reads the
saved session parameters and seamlessly takes over the network connection; RdDisk.sys takes over the
virtual disk; RdCache.sys activates multi-level caching; and RdFilter.sys starts the file system filter for
I/O redirection.

4. Image Management and Copy-on-Write

RDVS5 employs a master-disk/differential-disk architecture with a copy-on-write (COW) mechanism,
as illustrated in Fig. 3. This design enables efficient image sharing while providing per-terminal
isolation!!!:121,

4.1. Master Disk Sharing and Differential Disk Isolation

The master disk contains the complete operating system and pre-installed software, stored on the
server as a read-only shared image. All terminals access the same master disk. Each terminal is assigned
an independent differential disk that records only write modifications. Differential disks can be stored in
three locations depending on persistence requirements: memory (lost on logout), local hard disk
(optionally retained), or server (permanent roaming).

4.2. Read and Write Paths of Copy-on-Write

For read operations, the system first checks the differential disk; on a hit, data is returned directly; on
a miss, the system reads from the master disk. For write operations, the COW mechanism copies the
original block to the differential disk before modification, ensuring the master disk remains
unmodified3].

4.3. System Restoration
System restoration is achieved by simply discarding the differential disk, instantly reverting the

terminal to the initial master disk state. In university computer labs, the differential disk is automatically
cleared on each reboot, ensuring a clean environment for the next user session.

Server Side Per-Terminal Independent
Diff Disk - Terminal 1
Shared Master Disk _ — = = 2| Records write modifications
(Read-Onlyy == (Memory/Local/Server)
Windows + Pre-installed SW F <~ -
All terminals share access > ~ S~o
~ S~
So 7=~ A Diff Disk - Terminal 2
~ Records write modifications

S\| Diff Disk - Terminal 3
Records write modifications

Read Path Write Path (COW)
Hit
Read Request > Check Diff Disk ——> Return Data Write Request ~ [—>{ Write to Diff Disk
Miss \l/
Read Master Disk ——> Return Data

Fig. 3. Master disk, differential disk, and copy-on-write mechanism.
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5. Multi-level Cache and Filter Driver

To minimize network I/O latency and support offline operation, RDVS5 implements a multi-level
caching architecture integrated with a Windows Minifilter driver, as shown in Fig. 4.

5.1. Minfifilter Driver

RdFilter.sys is built on the Windows Minifilter framework!!'4., It registers pre-operation callbacks to
intercept IRP (I/O Request Packet) requests. Based on the cache index, it determines the data location
and redirects the I/O accordingly: a cache hit results in a local read, while a cache miss triggers a network
read followed by local cache backfill.

5.2. Three-Level Cache Architecture

The cache system consists of three levels with increasing latency: Level 1 (Memory Cache) provides
microsecond-level access, dynamically allocating 30%-50% of available RAM with LRU eviction for
the hottest data; Level 2 (Disk Cache) operates at millisecond-level access using a hidden partition of 30-
50 GB, supporting on-demand caching and offline boot; Level 3 (Network Read) fetches data from the
I-Driver block storage at 100ms-level latency, backfilling the local cache after each read. For a typical
60 GB system image, only 13-20 GB (22%-33%) actually needs to be cached.

5.3. Cache Management Strategy

The cache management employs an LRU algorithm with O(1) complexity using a hash table and
doubly-linked list. A three-tier priority scheme is used: core system files are never evicted, frequently
used applications receive priority retention, and temporary files are eligible for eviction. Additional
optimizations include intelligent prefetching, P2P cache transfer to distribute server load, and incremental
synchronization.

Windows 1/0 Request Path Three-Level Cache
4 3\
Application (Word, Chrome, etc.) L1: Memory Cache
L ) Microsecond access | 30%-50% RAM
WV LRU eviction | Hottest data
Windows API (CreateFile, ReadFile) \l/ Miss
N2 L2: Disk Cache
Millisecond access | Hidden partition 30-50GB
NTEFS File System On-demand caching | Supports offline boot
\4 \l/ Miss
Query

Filter Manager (FltMgrsys)y [ ==== L3: Network Read
. Networl ca

100ms-level | I-Driver block storage
A4 Backfill to local cache after read

RdFilter.sys - Minifilter Driver

— N\ Cache Management
Cache Hit Cache Miss LRU Eviction | Prefetch | P2P Transfer
> Read from -> Network Read Write: COW to Diff Disk
Local Cache + Backfill Reboot discard -> Restore to master

Fig. 4. Multi-level cache and filter driver architecture.

6. Working Mode Analysis

RDVS supports three working modes: diskless mode, disk-equipped mode, and hybrid mode. In
diskless mode, the terminal has no local storage and relies entirely on network I/0. In disk-equipped
mode, the terminal has a local SSD (typically 256 GB) partitioned into an EFI partition, a cache partition
(30-50 GB), and a user data partition (D: drive). The hybrid mode combines elements of both. A detailed
comparison of these three modes is presented in Table 2.
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Table 2. Comparison of three working modes.

Feature Diskless Mode Disk-equipped Mode Hybrid Mode
Boot Time 60-120s (full network) 15-30s (local cache) 30-60s
Runtime Perf. Network-dependent, /O >10ms I/0 <1ms, <5% diff from PC I/0 <1ms, <5% diff from PC
Network Req. Sustained >=100 Mbps Boot >=100 Mbps, run <10 Mbps 10-100 Mbps (elastic)
Offline Cap. Not supported Supported Partial
Hardware Cost Low Medium Medium
Use Case Stable network labs General purpose Unstable network

Among the three modes, disk-equipped mode is the most practical for university computer labs,
offering fast boot times, offline capability, and near-native performance. It has been widely adopted
across university deployments.

7. Offline and Hot-Switch Mechanism

A key advantage of the disk-equipped VOI architecture is its ability to operate offline and seamlessly
switch between online and offline modes. The complete process is illustrated in Fig. 5.

[ Terminal Power On ]

Yes Network No
Available?
PXE Timeout
-> Local Boot
Cache
Complete? V
Load RdOffline.efi
Y
Local Disk Boot PXE Network Boot Local Cache Creates
Virtual Disk
v V T
Background Network I-Driver Connect
Connection + Mount Offline Mode
v V
Load RDV5 Drivers Two-stage Driver
Loading
Vi Vv
Online Mode Online Mode
YV Y
[ Hot Switch (<Ss)
Network

Restored?

Connect -> Switch Route -> Sync

Fig. 5. Working modes and offline hot-switch process.
7.1. Online Boot Path

When the network is available and the local cache is incomplete, the terminal follows the standard
PXE boot path: PXE network boot, I-Driver connection establishment, two-stage driver loading, and
online operation. When the cache is complete, the terminal boots from the local disk and establishes a
background network connection for cache synchronization.
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7.2. Offline Boot Path

When the network is unavailable, the PXE process times out and the terminal falls back to local boot.
RdOffline.efi is loaded from the local EFI partition, which creates a virtual disk from the local cache and
boots into offline mode. This requires approximately 5 GB of cached boot-essential files to function.

7.3. Network Recovery Hot-Switch

When the network is restored during offline operation, the system performs a hot-switch to online
mode in less than 5 seconds. The process involves establishing a background network connection,
atomically switching the mode flag, and performing incremental synchronization. The transition is
transparent to the user. Small updates (<500 MB) are handled automatically, while large updates are
recommended to be applied upon reboot.

8. University Lab Deployment Practice
8.1. Deployment Scheme

A typical deployment for 100 terminals consists of one RDVS server storing multiple system images
(e.g., Windows 10 Education with Office, Visual Studio, Python, MATLAB, and AutoCAD). Each
terminal is equipped with a 256 GB SSD in disk-equipped mode, connected via Gigabit Ethernet. The
server manages image distribution, terminal registration, and policy configuration.

8.2. User Data Management

The system employs a temporary profile strategy for user data management. User profiles are created
as temporary profiles that are automatically deleted upon logout, preventing data accumulation on the
system drive. For persistent student work, folder redirection to the local D: drive is recommended. The
recommended file storage arrangement is summarized in Table 3.

Table 3. File storage strategy for university computer labs.

Storage Location Content Persistence Permission
C: (Shared Image) System files, pre-installed Restored on Student read-
software reboot only
%USERPROFILEY% (Temp Temporary profile Deleted on Student write
Profile) logout (temp)
D: (Local Disk) Student work, personal Persistent Student writable
data

8.3. Deployment Effectiveness

The deployment demonstrates several key benefits: (1) Unified management: a single administrator
can manage thousands of terminals; (2) Rapid deployment: PXE combined with P2P distribution enables
fast image rollout; (3) Automatic restoration: differential disk and COW mechanisms ensure a clean state
on each reboot; (4) Data security: system data is centralized on the server with temporary profiles
preventing data leakage; (5) Performance assurance: VOI local computing meets the demands of CAD,
video editing, and programming courses; (6) Offline availability: disk-equipped mode ensures continued
operation during network outages.

9. Conclusion

This paper has presented a systematic analysis of the key technologies in the RDVS5 cloud desktop
system through five architectural diagrams and process flows: (1) the three-layer VOI system architecture;
(2) the network boot and two-stage driver loading process; (3) the master-disk/differential-disk copy-on-
write mechanism; (4) the multi-level cache and Minifilter driver architecture; and (5) the working modes
and offline hot-switch process.

The VOI architecture, with its convergence of disk and network technologies, provides a highly
efficient and reliable solution for university computer lab management. The system has been deployed
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at scale across multiple universities, demonstrating its practical value in unified management, rapid
deployment, automatic restoration, and data security. As the trend toward VOI, VDI, and IDV
convergence continues, such systems will play an increasingly important role in higher education IT
infrastructure.
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