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Abstract: This paper examines the restructuring of cybersecurity legal liability distribution 
mechanisms under the 6G endogenous security concept. It begins by analyzing the conceptual 
characteristics of 6G endogenous security and its challenges to traditional cybersecurity legal liability 
systems, highlighting the necessity for restructuring liability distribution mechanisms. Subsequently, it 
elaborates on the current cybersecurity legal liability distribution mechanism and its limitations in the 
6G era. Building upon this foundation, the paper proposes four aspects of restructuring the 
cybersecurity legal liability distribution mechanism under the 6G endogenous security concept: 
diversified repositioning of liability subjects, dynamic division and coordination of liability scope, 
technologically intelligent liability determination standards, and innovative improvement of 
accountability mechanisms. Furthermore, the paper presents three legal countermeasures to ensure the 
effective implementation of 6G endogenous security liability distribution mechanism: improving 
legislation to establish a legal framework adapted to the 6G era, strengthening supervision to 
implement efficient technical support and monitoring mechanisms, and fostering innovation to 
facilitate a multi-party collaborative security ecosystem. These measures collectively aim to enhance 
the regulatory framework governing cybersecurity liability in the emerging 6G network environment. 
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1. Introduction 

The emergence of 6G technology, with its endogenous security concept integrating security 
mechanisms into network architecture, presents unprecedented challenges to traditional cybersecurity 
legal frameworks. The integration of artificial intelligence and quantum computing in 6G systems 
introduces complex scenarios regarding liability distribution and responsibility attribution, particularly 
in an increasingly autonomous and global network environment. 

This paper examines the relationship between 6G endogenous security and cybersecurity legal 
liability systems, analyzing current frameworks' limitations and proposing necessary reforms to 
accommodate 6G networks' unique characteristics while protecting stakeholder interests. 

2. The Relationship between 6G Endogenous Security Concept and Cybersecurity Legal Liability 

As a representative of next-generation communication technology, the endogenous security concept 
of 6G networks poses unprecedented challenges to traditional cybersecurity legal liability systems. 
Endogenous security represents not only technological innovation but also a fundamental 
transformation in security concepts, which inevitably affects the definition and distribution of 
cybersecurity legal liability. This section begins by examining the conceptual characteristics of 6G 
endogenous security, analyzes its challenges to traditional cybersecurity legal liability systems, and 
subsequently demonstrates the necessity of restructuring the cybersecurity legal liability distribution 
mechanism. 

2.1. Conceptual Characteristics of 6G Endogenous Security 

The 6G endogenous security integrates security mechanisms directly into network architecture as 
"Security as a Service."[1] Its core feature is endogeneity, where security becomes an inherent network 
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attribute rather than an external function.[2] Two key components enable this: trusted engines for central 
security management and trusted enabling units for differentiated security configurations across 
communication entities. 

Dynamic adaptability allows security mechanisms to evolve autonomously with technology 
advancement, independent of network generational evolution. The system employs intelligent 
autonomy through AI technology for automatic risk detection and handling. Using parallel companion 
networks and biological immune mechanisms, it conducts proactive security exercises to identify 
potential threats. The architecture achieves full-domain coordination through trusted engines and 
enabling units, providing comprehensive protection across traditional communication security and 
emerging services like AIaaS, DaaS, and wireless sensing.[3] 

2.2. Challenges of Endogenous Security to Traditional Cybersecurity Legal Liability Systems 

6G endogenous security presents fundamental challenges to traditional liability frameworks. The 
primary issue lies in defining liable entities within 6G networks, where security functions are 
distributed across various nodes, creating a diversified ecosystem. The collaborative operation of 
trusted engines and enabling units disrupts the traditional single-liability model, as operators, 
manufacturers, providers, and users collectively share security responsibilities.[4] This multiplication of 
liable entities demands new distribution mechanisms. Liability boundaries have become increasingly 
blurred due to the dynamic nature of 6G security, which enables flexible allocation of security 
functions among network entities. The differentiated capability configuration of trusted enabling units 
further complicates the clear definition of each party's liability scope, necessitating more adaptive 
boundary division methods. 

Technical complexity presents another significant challenge, as intelligent security mechanisms 
require advanced technical knowledge from legal practitioners. Conventional methods struggle to 
evaluate the effectiveness of intelligent security measures or assess compliance in complex 
environments, requiring new technically-oriented liability standards. The traditional post-event 
accountability model fails to meet 6G networks' real-time protection requirements. As 6G security 
emphasizes prevention and immediate response, full-domain collaborative protection requires more 
proactive liability mechanisms. Additionally, 6G networks' global nature introduces complications due 
to varying laws and regulations across jurisdictions, requiring international consensus and cross-border 
collaboration mechanisms to effectively manage security liability in an interconnected network 
environment. 

2.3. The Necessity of Restructuring Cybersecurity Legal Liability Distribution Mechanism 

The profound challenges of 6G endogenous security necessitate urgent restructuring of the liability 
distribution mechanism to maintain network security and protect user rights. In the 6G network 
ecosystem, security liability bearers have expanded beyond traditional operators to include 
manufacturers, service providers, and end users. This new mechanism must establish a multi-party 
collaborative liability system that promotes fair responsibility sharing and active security 
participation.[5] Dynamic liability division is essential for responding to rapidly changing network 
environments, where AI-based assessment models and blockchain technology offer more objective and 
transparent processes for liability determination.[6] 

The global nature of 6G networks necessitates international liability coordination mechanisms, 
establishing unified standards and cross-border enforcement mechanisms. This comprehensive 
restructuring, involving both legal adjustments and technological innovation, is essential for creating a 
robust legal liability system that supports 6G technology development. The adaptive nature of 6G 
endogenous security requires corresponding legal liability adjustments to ensure effective security 
governance in this evolving technological landscape. 

3. Current Cybersecurity Legal Liability Distribution Mechanism and Its Limitations 

As 6G technology advances, examining current cybersecurity legal liability distribution 
mechanisms becomes essential for understanding their adequacy in addressing emerging challenges 
and identifying necessary reforms. 
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3.1. Main Models of Current Cybersecurity Legal Liability Distribution 

The current cybersecurity legal liability distribution follows a multi-subject sharing and hierarchical 
management model. Network operators bear primary responsibility under the Cybersecurity Law and 
Data Security Law, including security system establishment, technical measure implementation, and 
risk management.[7] Government departments execute supervision through cyberspace administration 
and public security organs, with the Measures for Cybersecurity Review establishing a top-down 
regulatory system.[8] This multi-level, multi-subject model creates a relatively complete liability system 
with clear boundaries among parties.[9] However, rapid technological advancement poses significant 
challenges to this traditional framework's effectiveness. 

3.2. Challenges Faced by Traditional Liability Distribution Mechanisms in the 6G Era 

Traditional cybersecurity liability distribution mechanisms face unprecedented challenges in the 6G 
context. The operator-centered model struggles to define liable entities as 6G networks introduce 
diverse participants like AIaaS and DaaS providers. The dynamic nature of 6G endogenous security 
further complicates liability boundaries, with security functions flexibly migrating between network 
nodes. Additionally, 6G networks' intelligent and autonomous characteristics demand more 
sophisticated liability determination standards, particularly for AI-human collaboration incidents.[10] 

Cross-border coordination and preventive mechanisms present significant challenges, as existing 
frameworks struggle with multi-jurisdictional incidents and real-time protection needs. Traditional 
mechanisms inadequately address systemic risks like large-scale cyber attacks and cascading 
infrastructure failures, highlighting the substantial gap between current liability systems and 6G 
requirements. 

3.3. Inadequacies of Existing Legal Framework in Adapting to 6G Endogenous Security 

The existing legal framework shows significant limitations in adapting to 6G endogenous security. 
Current cybersecurity concepts fail to adequately capture 6G characteristics, with the legal definition of 
"network operators" unable to encompass new entities like intelligent service providers and edge 
computing providers.[11] While endogenous security demands dynamic liability distribution, current 
frameworks maintain static provisions that cannot address security function migration scenarios, often 
resulting in liability gaps or overlaps.[12] 

New security challenges, including AI security and quantum communication security, lack specific 
regulatory provisions in current laws. Despite existing basic frameworks, they inadequately address 
6G-specific risks and privacy protection in highly interconnected networks.[13] These limitations, 
coupled with insufficient cross-border enforcement mechanisms, necessitate comprehensive legal 
framework adjustments through collaborative efforts from legislators, technical experts, and legal 
practitioners. 

4. Restructuring of Cybersecurity Legal Liability Distribution Mechanism under 6G Endogenous 
Security Concept 

The evolution of 6G technology necessitates a fundamental reimagining of cybersecurity legal 
liability distribution mechanisms. This restructuring must address both current limitations and 
emerging challenges while establishing a framework capable of adapting to future technological 
developments. 

4.1. Diversified Repositioning of Liable Entities 

The 6G network environment demands a comprehensive repositioning of cybersecurity liable 
entities. The concept of "network operators" must expand to include emerging roles like AIaaS 
providers, DaaS providers, and edge computing service providers.[14] AI systems with autonomous 
decision-making capabilities require specific legal status, while users' evolving roles from consumers to 
data producers necessitate expanded responsibilities in personal data protection. 

The emergence of specialized "security service providers" has become crucial to the 6G 
ecosystem.[15] Their professional status demands clear legal definition of responsibilities and 
obligations. This diversified repositioning creates an interconnected liability system where entities' 



Academic Journal of Humanities & Social Sciences 
ISSN 2616-5783 Vol.7, Issue 11: 92-97, DOI: 10.25236/AJHSS.2024.071114 

Published by Francis Academic Press, UK 
-95- 

responsibilities are mutually influential, better addressing 6G cybersecurity challenges while 
maintaining adaptability. 

4.2. Dynamic Division and Coordination of Liability Scope 

Under the 6G endogenous security concept, cybersecurity legal liability distribution must evolve 
toward a dynamic and collaborative system. Dynamic liability division, powered by real-time 
monitoring mechanisms and intelligent algorithms, automatically adjusts entities' liability scope based 
on network conditions. Collaborative liability fulfillment becomes essential as single entities cannot 
independently address all security challenges. 

The "responsibility chain" concept effectively implements this dynamic approach, as security 
incidents in 6G networks typically involve multiple entities and stages.[16] Constructing responsibility 
chains links different entities' security obligations, while cross-domain considerations require 
international liability standards. The system must maintain flexibility to incorporate emerging security 
challenges through regular 

4.3. Technologically Intelligent Liability Determination Standards 

The 6G endogenous security concept demands technologically intelligent liability determination 
standards. This evolution requires precise quantification of network behaviors through measurable 
parameters like data transmission integrity, latency, and encryption strength. Advanced AI and big data 
technologies enable real-time analysis of network behaviors, complemented by "smart contracts" that 
automate liability determination procedures, enhancing efficiency and fairness.[17] 

"Liability tracing" technology, through blockchain and distributed ledger systems, provides 
immutable records of network behaviors.[18] This ensures reliable evidence chains and prevents 
tampering in scenarios like cross-border data transmission. These technological innovations create a 
comprehensive framework bridging technical complexity and legal requirements in the 6G era. 

4.4. Innovation and Improvement of Accountability Mechanisms 

The 6G era demands a fundamental redesign of cybersecurity accountability mechanisms to address 
complex network environments and diverse security threats. The new system emphasizes both 
prevention and punishment, implementing a "security credit" evaluation system that monitors entities' 
security behaviors across technical measures, management systems, and emergency response 
capabilities.[19] Technology enhancement through AI and big data analysis enables rapid identification 
of responsible entities and security incident tracking, while blockchain technology ensures reliable 
evidence preservation and liability tracing. The accountability framework extends beyond traditional 
penalties to include targeted measures like mandatory technical training, security audits, and market 
access restrictions. 

Global collaboration becomes crucial given the transnational nature of cybersecurity threats, 
requiring unified standards, cross-border investigation mechanisms, and international arbitration 
institutions. The system must maintain flexibility through regular assessments and adjustments to 
address emerging security challenges while balancing security requirements with innovation promotion. 
Through these comprehensive mechanisms and approaches, the accountability system can effectively 
address the complex security challenges of the 6G era while supporting technological development. 

5. Legal Countermeasures to Ensure Effective Implementation of 6G Endogenous Security 
Liability Distribution Mechanism 

5.1. Improving Legislation to Build a Legal System Adapted to the 6G Era 

The effective implementation of 6G endogenous security liability distribution requires 
comprehensive legal system support. The primary task is updating legal concepts to encompass new 
participants and technological forms in the 6G environment, such as expanding "network operators" to 
include AIaaS and edge computing providers, and broadening "network security" to cover data and AI 
security. Systematic revision of existing laws like the Cybersecurity Law, Data Security Law, and 
Personal Information Protection Law is necessary to address 6G technology characteristics, requiring 
comprehensive optimization rather than mere additions. 
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Legislative coordination becomes crucial given 6G networks' complexity across multiple fields like 
communications, information technology, and data protection. A dedicated coordination mechanism is 
needed to ensure consistency and avoid conflicts between various laws.[20] The approach should 
combine principle-based and delegated legislation, establishing basic frameworks while allowing 
relevant departments to formulate specific technical rules. Additionally, the legislative process must 
incorporate multi-disciplinary expert consultation to ensure alignment between legal principles and 
technical realities, enhancing the law's operability and effectiveness in the 6G era.. 

5.2. Strengthening Supervision to Establish Efficient Technical Support and Monitoring 
Mechanisms 

Under the 6G endogenous security framework, effective supervision is crucial for implementing 
liability distribution. Traditional methods cannot handle 6G networks' complexity, necessitating a 
technically-enhanced, intelligent supervisory system. Technology empowerment through AI and big 
data analysis significantly improves supervision precision, enabling regulatory bodies to monitor 
network status and identify risks in real-time.[21] This is complemented by distributed sensor networks 
and edge computing for rapid anomaly detection and response, while cross-domain collaboration 
facilitates international information sharing and joint enforcement against cross-border security threats. 

The system requires dynamic adjustment mechanisms to keep pace with 6G technology evolution, 
including regular assessment and updates of supervisory methods and standards. Social co-governance 
expands coverage through industry self-discipline, public participation, and third-party security 
assessments. This comprehensive approach, combining technological advancement with collaborative 
supervision, not only enhances efficiency but also promotes proactive responsibility fulfillment among 
liable entities, ultimately creating a more secure 6G network environment. 

5.3. Encouraging Innovation to Promote Multi-Party Collaborative Security Ecosystem 

The effective implementation of 6G endogenous security liability distribution requires a security 
ecosystem encouraging innovation and multi-party collaboration. Innovation incentive mechanisms, 
supported by government funds for quantum communication and AI security research, alongside tax 
incentives for enterprises investing in network security, form the ecosystem's foundation.[22] Industry-
academia-research collaboration and standardization efforts through international organizations like 
ITU and 3GPP enhance China's global influence.[23] 

The introduction of Public-Private Partnership (PPP) models optimizes resource allocation through 
government and private sector cooperation.[24] This comprehensive ecosystem, encompassing 
innovation support, collaborative platforms, and standardization efforts, creates an environment where 
parties share both responsibilities and benefits in promoting 6G security development. 

6. Conclusion 

The transition to 6G networks necessitates a fundamental reconstruction of cybersecurity legal 
liability frameworks. Our research demonstrates that traditional mechanisms are insufficient for 
addressing 6G security challenges, and proposes reforms encompassing diversified entity positioning, 
dynamic liability division, and intelligent determination standards. 

Implementation success requires coordinated efforts across legislation, supervision, and innovation, 
with particular emphasis on international cooperation. This transformation demands sustained 
collaboration among legislators, technical experts, and industry stakeholders to create adaptive liability 
frameworks that support secure 6G development while protecting all participants' interests. 
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