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Abstract: Based on differential analysis in modern cryptography, this paper studies the differential
probability of the modular addition operation in the cipher algorithm of ARX structure. This paper first
researches characteristics of modulo addition operations through binary expansion and expresses
probabilities by carry bit difference expression calculation. By using the Markov chain and state
transition matrix, we determine the probability distribution of the number of solutions for a modulo
addition difference equation system containing two equations with respect to the difference value, and
calculate the mathematical expectation of the number of solutions. At last, this paper provides future
research on related probability problems with new insights and methods.

Keywords: differential analysis, Markov chain, state transition matrix, modulo addition difference
equations

1. Introduction

In modern cryptography, block cipher is often used to encrypt data. The design of modern block
ciphers usually adopts key alternating structure, and the specific structure of cipher algorithms includes
Feistel structure, SPN structure and ARX structure [1]. Among them, the cipher algorithm of ARX
structure mainly uses integer modulo addition "+", bit-wise XOR "@" and bit vector cyclic shift" >>>",
which is a kind of structure that has been widely concerned in the field of block cipher algorithm
design in recent years [2]. Differential analysis is a basic and important method in the analysis of block
ciphers [1]. The core idea of differential analysis method is to find the input differenceAX and output
differenceAY for a given cryptographic algorithm Ex, so that the difference propagationAX — AYhas a
high probability. The differential propagation probability is defined as

Prg[AX — AY] = Zin-#{x EFM E(x) DE(X @ AX) =AY ).

Therefore, in difference analysis, the key problem is to study the distribution of the solutions of the
difference equation E(x) @ E(X @ AX) = AY for fixed AX and AY . (See figure 1)
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Figure 1: Transformation from AX to AY under Ej
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The purpose of this paper is to analyze modulo addition difference equations that need to be dealt
with in the differential analysis of ARX structured block cipher. The specific form is as follows:

{ X@pYy=27 "
YepeoXda)=CZy.

where X,Y,Z € Z/2™Z represents the variable to be solved, a,f,y € Z/2"Z are given integers,
which represent given difference values.

For equation system (1), we studies number of solutions of (1) based on given a,f,y. Assuming
that the input and output differences in the equation system (1) are known, and that the input
differences are independent and uniformly distributed, we want to calculate the mathematical
expectation of the number of solutions for the equation system (1).

Firstly, by studying characteristics of modulo addition operation in the equation system (1), two
equations can be converted into the probability of existing solutions in a single equation. By
transforming the difference expression, we find the condition of the special case with probability 0. For
other cases, the expression of each conditional difference probability is obtained by transforming the
characteristics of probability distribution. We conclude the condition of non-zero probability of
differential propagation by using Markov chain and calculating the correlation state transition matrix.
Finally, the expected expression of the correlation solution is calculated by using the obtained
conclusion.

The structure of this paper is as follows: In the second part, by combing the modulo addition
operation, we get recursive relation to express the binary carry of modulo addition operation, and
further use each bit to express recursive expression; In the third part, through the transformation of two
equations in the original problem and the carry recurrence in the second section, we get the preliminary
condition that the probability is 0 for a special value on each bit @, 8,y. Based on the conditional
probability formula and the characteristics of uniformly distributed binary variables in the modulo
addition operation, we find the specific probability values under different conditional probabilities; In
the fourth part, by using the mathematical tool of Markov chain, we transform probability calculation
into matrix product, and all matrices are obtained for different values. In the fifth part, through the
calculation results of the matrix in the probability in the fourth section, the specific values and
conditions of the probability of the original problem are obtained, and the mathematical expectation of
the number is further calculated.

2. Carry Characteristics of Modulo Addition Operations

Let X,Y,Z € Z/2"Z, for any such integer can be binary expansion, for example:
X=Xy +X; X2+...+X,_q x 2071
where X € F,,k=10,1,2,...,n—1.
Following this expansion, we can correspond X € Z/2™Z to a vector of length n, that is:
X = Xn-1, Xn-25 > X1, Xo),

which are called a bit vector.
Considering the system equations (1) with the idea of bit vectors, we find that,

X+Y=Kn 1, Xnozs e X1, X))+ (Y1, Yooz, o5 Y1, Yg)

=17
= (Zn-1, Zn-2 - 21, Zy).

We use ¢; to represent the bit i of a carry bit. Then we find carry bits of bits 0 and 1 can be
represented as c, = 0,c; = X,Y;. Combine carry bits, so that the modulo of bit zero and bit i are
represented as Zo =X D Yy, Zi =X, D Y; D ¢;. Considering properties of X, Y;, c; € F,,we can
further construct an expression of carry bits cjyq = X;Y; @ c;(X; @ Y;).With the recursive carry bit
expression, we get,

i1 = XY @ (X DY)
= f(XOBXI,"'BXiaYO,Yls-'-:Yi)
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=X;Y; @ (X; @ Y)[Xi—1Yi—1 D ¢i1(Xi—1 D Yi-1)]
= XiYi @ XiXi—lYi—1+' -

3. Transformation of Modulo Addition Difference Equations

This section further studies the equation system (1), converts the equation system with two
equations into a single equation, brings the first line of the equation system (1) X + Yinto the Z in the
second line, and obtains,

YepeAda)=&+Y)Dy.

For such a difference equation, the propagation probability of the solution of this difference
equation can be further calculated by dividing the number of solutions 22". The calculation process is
as follows:

Pr[(, B) > ]
= LHENIYOP O XD a) = X+Y) DY}

= SHE VI[P ® XD X +Y] =Y}
= 2%#{(X,Y)IX1 DY OO DBy BB ciXDa,YBP)=v;0<i<n-—1}

_ 1

= ZHEDIGEXNO XD, YD) = DB Dy;0<i<n-—1}

= SHENAc=a D BB Y}

For the carry bit, we consider the difference of the carry bit further, i.c.,
Aciy1 = i1 XY D i1 XD o, YD )
= Ciy1 D iy
=XYi OOV DX Da)yi DB DB i Xi Do DY D B)
=X DY) OXiBi D ayi @ aifi D ciXi Do DY; D Bi)
= (@ Vi ®BIXi B Yi) @ XiBi ® ayy; @ i D i (o D By),

where i =X; @ ;DY DB D Z; D v
It is to easy to find that when

a; @ vi @ Bi = 1,Pr[(a,B) > v] = 0. ()

Lemma 1 Let Z,Y be two independent binary variables. If they satisfy Pr[Z =0] = Pr[Z =1] =
0.5, Pr[Y =0]=p,Pr[Y=1]=1—p ,then Z@ Y follows a uniform distribution.

Proof:We have
PriZ@®Y=0]=Pr[Z=0,Y=0]+Pr[Z=1Y=1]
=Pr[Z=0]Y=0]XPr[Z=0]+Pr[Z=1,Y=1] X Pr[Z = 1]

= %[Pr[Y = 0] + Pr[Y = 1]]

1
2

1

then the result follows.

Corollary 2 LetZ,Y;,Y,,...Y, be independent binary variables. If they satisfy Pr[Z = 0] =
Pr[Z=1]=05,then ZO Y, Y, D...D Yy, is subject to uniform distribution.

Proof: Using mathematical first induction, for m = 1, it is easy to prove by Lemma 1. So assume
m=nZ0Y, PY,P...H Y,is a uniform distribution. What we need to prove is that for m = n +
LZBY; DY, B..D Y, D Y,,4is a uniform distribution.
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Let Z @ Yl @ YZ @. . .@ Yn = Z,, we find that,
Pr[Z' @ Yyuq = 0] = Pr[Z' = 0,Y,s; = 0] + Pr[Z' = 1, Y,y = 1]

= Pr[Z' = 0|Yyy; = 0] X Pr[Z' = 0] 4 Pr[Z' = 1,Yy4, = 1] X Pr[Z' = 1]

= %[PI‘[Yn.'.l = 0] + Pr[Yn+1 = 1]]

Asaresult, ZOY, DY, D.. DY, D Y, follows a uniform distribution.

Combining Lemma 1 and Corollary 1, we get,
Pr(Acij;, = 0) = Pr[Ac;;; = 0|Ac; = 0] X Pr[Ac; = 0] + Pr[Ac;,; = 0]Ac; = 1] X Pr[Ac; = 1],
Pr(Acj;; = 1) = Pr[Acjy1 = 1|Ac; = 1] X Pr[Ac; = 0] + Pr[Ac;jy; = 1]|Ac; = 0] X Pr[Ac; = 1].
According to formula (2), the difference of carry bits can be obtained:

Aciyy = Aci(X; B Y;) @ XiBi @ ayy; @ oy D i (o D Bo)-

We can combine difference of carry bits with (2). Considering the different values of a, B;,v; €
F,and using the carry bit difference expression calculation, we can get the following probability,

Pr[Aciy; = 1]|Aciyq = 1] = T(e, By, vi)
0 o+Bi+yi=0
1
=17 @tBitvi=12
1 oG + Bi + Yi = 3.

Let T: (o, B,y) © 4o+ 2B +y =7 , we get,

0 Z=0

1
T@)={; 1<Z<6

1 z=7

4. Establishment of Markov Chains and Calculation of Matrices

Returning to the original problem, the equation system (1), according to the calculation of the
differential propagation probability of carry bits in part 3, this part presents a method based on Markov
chain to describe the state transition rule between carries and calculate the state transition matrix of

Markov chain.
For i,j€F, ,weget,
P(k) = Pr[Acy =j,Acs = wg,0 <s <k—1]
P.(k) = Pr[Acyyq =i, Ack = Wy, Acg = w, 0 < s < k—1]
= Pr[Acysq =i, Acy = wy | Acy = 0,Acg = wg] - Pr[Acy = 0, Acg = wy]
+Pr[Acksq =i, Acy = wy | Acy = 1,Acg = wg] - Pr[Acy = 1, Acg = wy].
The differential propagation probability expression is further obtained,
Pr(a,p) = y] =Pr[Ac=a @ B D V]
= Pr[Acy = wy, Acy = wy,...,Ach_; = w1 ](W=a@D B DY)
= Pr[Ac,_y = wp_q | Acg = Wy, Ac; = wy,..., Ach_; = Wp_5]
-Pr[Ac; =w;,0<i<n-2].
Based on Markov chain, the state transition formula is obtained [3],

Po(k+1 Py (k
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where,

Tl + B +v) i=1Lwe=]j
(A =1 —T(ax + B +vi) 1 =0, wy =]j
0 Wk;t]'.

Theorem 4.1: Let w; = 4q; + 2f; +v; € [0,7]. Then
Pr(a, B) = v] ( )AW0 Aw,_,(11).

Through the established Markov chain progressive relationship, the matrix can be obtained as

follows,
1 1
b=20 Dn=dE )
Az =As = Ag =%(1 g)’Al = A2 = =%(8 1)

Considering the different methods of obtaining the above four matrices in Theorem 4.1, the above
calculation process is repeated as follows:

ab =32 Ody=d
md=rb=6d=30 Hd=9
ab=ady=ab =21 Nb=3d

=30 -0

A <3C G-
nO=nd=08=30 HO=3d

~—~
=N
o

1
A =8O =8 =5(1 D=

26 DO=0

ah=32 Odh=d)

A D=

1 1
AQ=0Q =8 =50 DP=70

1 1
MO =40 =2D =51 JP=30

1,_10 0y,1,_,0
A =50 Q=@

5. Mathematical Expectation Calculation
Theorem 5.1: The sufficient and necessary conditions for Pr[(a,B)—=vy] =
Pr[wg, wy,...,wy_4] = 0 are,
(MHwy € {1,2,4,73,
2)aw;_, = 0,w; € {1,2,4,7},
3)3aw;_, = 7,w; € {0,3,5,6}.

(At least one or more conditions are met)
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Proof:

If the zero matrix appears in the state transition matrix, by Theorem 4.1, the differential propagation
probability must be 0 by calculation.

By observing the zero matrix above, it can be found that if the initial subscript w, = 1,2,4,7, the
initial matrix is zero matrix.

If there is a subscript of ~ wj_; = 0 , by observing the w; = 1,2,4,7 there also appears a zero
matrix.

On the other hand, if there is a subscript of w;_; = 7, by observing the w; = 1,2,4,7.There is a
Zero matrix.

Theorem 5.2: The sufficient and necessary conditions for Pr[(e,f) »y] =
Pr[wg, wy,...,wy_4] # 0 are,

(Hw, € {0,3,5,6},
Q)vwi_; =7,w; € {1,24,7},
(B)vwi_; = 0,w; € {0,3,5,6}.
(At least one or more conditions are met)
Proof:

Considering that Theorem 5.1 and Theorem 5.2 are complementary propositions, it is easy  to
obtain Theorem 5.2.

Combining Theorem 5.1 and Theorem 5.2,
Pr[wg, Wi,...,Wp_1] =2 Kk=#0<i<n-2|w; # 0,7}

Mathematical expectations [4] are:
n—-1 D
_ Kk
E(X) = Z 2k
k=0
where Dy = #{wy_1...Wo | Pr[Wy_q...wo] = 27} = 4 x 6X(" ; 1).

6. Conclusions and Further Work

In this paper, by studying the probability of difference analysis based on two modulo addition
equations and correlation probability calculation in cryptography, the mathematical expectation of the
number of probability solutions in equation system (1) is obtained.

Firstly, by combing the characteristics of modulo addition operation, the recursive expression of
carry is derived, and the recursive expression is expressed by bits. Through the transformation of two
equations and the carry recurrence formula, the preliminary condition that the probability of zero is
obtained. By using the conditional probability formula and the uniform distribution of binary variables,
we find the specific probability values of the next difference under different values. By using method of
Markov chain, probability is transformed into matrix product, and all possible matrices are obtained.
Further, the matrix under different methods is calculated, and through the calculation results of the
matrix in the probability, the specific values and conditions of the original probability are obtained, and
then mathematical expectation is calculated.

By analyzing the characteristics of modular addition operation and probability distribution, we find
the detailed derivation process and conclusion, which provide useful theoretical support for differential
analysis in block cipher cracking. In this paper, we only study the mathematical expectation of the
number of solutions in the case of two equations. In the subsequent work, we will continue to study the
probability and correlation probability of the solution of the equation system when there are multiple
difference equations. It is believed that the research method and the research model established in this
paper can be further extended to the study of multiple difference equations, and provided a reference
for the number of solutions of difference equations and related probability problems.
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