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Abstract: With the evolution of The Times, cybercrime has also spread rapidly around the world. An
in-depth exploration of the effectiveness of cybersecurity policies is of great significance for all
countries to formulate scientific prevention and control strategies. Most existing studies have
conducted qualitative research from the perspectives of transnational governance and legal
frameworks, lacking quantitative research and text mining on global policies. Given that traditional
time series prediction is vulnerable to trend interference, this study selected the interrupted time series
model. By analyzing the natural trends before and after policy intervention, the inhibitory effects of 145
policies in 137 countries on cybercrime were quantified. Subsequently, NLP technology was used to
conduct TF-IDF modeling and word cloud analysis on the policy text, and core factors such as
"international cooperation" were extracted. Research has found that effective policies usually focus on
cross-regional collaboration, technological innovation and institutional construction, etc., and the
differences in policy effects are closely related to the implementation background and the intensity of
enforcement. Based on the above results, this paper constructs a data-driven policy analysis framework
for cyber security, emphasizing the equal importance of dynamic assessment and multi-dimensional
governance. It suggests establishing a continuous assessment mechanism, strengthening global
collaboration, and coordinating technical means and institutional guarantees.

Keywords: Cybersecurity Policy, Policy Effectiveness, Interrupt Time Series Analysis, Natural
Language Processing, TF-IDF Model

1. Introduction

The World Economic Forum's "Global Cybersecurity Outlook 2025" M points out that the
cyberspace landscape is becoming increasingly complex, which not only strengthens global
connections but also provides new tools for criminals. Although many countries have formulated
cybersecurity policies to address challenges, cybercrime continues to evolve and the threat keeps
escalating. Therefore, it has become an urgent task to conduct in-depth research on policy effectiveness
and explore data-driven optimization methods.

In 2011, Harknett et al. emphasized that the outlook for cybersecurity policy is characterized by its
complexity and evolving nature. They stressed the lack of a comprehensive policy framework that
systematically addresses problems and constraints™. In 2011, Andreasson provided an
easy-to-understand overview of cybersecurity threats and response measures in the public sector,
emphasizing the integration of globalization, connectivity, and the online migration of government
functions. In 2020, Calderaro studied the challenges of cross-border governance and cross-border
network capacity building on a global scalel*l. Wong's research in 2022 demonstrated that enhancing
awareness and understanding of cybersecurity strategies can improve and enhance compliance, which
is crucial for organizational resiliencel®]. In the context of national and regional policies, evaluations
usually focus on the current cybersecurity situation and the effectiveness of enacted laws. For instance,
research on African countries!® provides insights into the status of cybersecurity policies in six
countries, emphasizing the significance of assessing policy implementation and its practical impact on
cybersecurity resilience. Similarly, the New York State Department of Financial Services!”) emphasized
the role of cybersecurity policies being consistent with risk assessment to measure their effectiveness
within financial institutions, and explained how to implement the policy framework through continuous
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assessment. International and organizational standards also play a crucial role in formulating the
assessment of cybersecurity strategies!®!.

Although existing research has conducted qualitative studies from the perspectives of cross-border
governance and legal frameworks, most of them explore based on a single country as a sample and lack
quantitative research on the effects of cybersecurity policies in various countries from a global
perspective. In particular, a data-driven analytical approach and framework have yet to be formed for
the mining of core factors in policy texts.

This study focuses on the effectiveness of cybersecurity policies. Firstly, it has traversed global
statistics related to cybercrimel®!%, as well as the cybersecurity policy texts on the official websites of
various governments. Then, by using interruption time series analysis(ITSA), the inhibitory effects of
145 policies formulated by 137 countries on cybercrime were quantified, and the conclusions were
verified through differential paired sample t-tests. Secondly, natural language processing and the
TF-IDF model are used to parse the effective policy texts and extract the core factors. Finally, by
integrating the results of quantitative and textual analysis, the core dimensions were extracted, and
dynamic evaluations, global collaborative governance, and multi-dimensional policy design
suggestions were conducted, providing theoretical support for global cybersecurity governance.

2. Introduction to Research methods and Model Construction
2.1 Analyze the effectiveness of national cybersecurity policies based on ITSA

This paper adopts the Single Interrupt Time Series Analysis (ITSA) method to provide data support
for the evaluation and optimization of the effectiveness of national cybersecurity policies!!!l. Based on
multi-time point data before and after intervention at equal time intervals, the inhibitory effect of
national cybersecurity policies on cybercrime was quantitatively evaluated through a piecewise
regression model. This method separates the immediate effects and long-term trend changes after
policy implementation by controlling the natural changing trends of the outcome variables before
intervention. The model formula is:

Y; = Bo + Bytime + Bintervention + B;post )

Among them, is the observation result, is the continuous time variable, is the intervention indicator
variable (0 before intervention and 1 after intervention), and is the time count after intervention (0
before intervention and increasing period by period).

The coefficient fitted by the least square method is the initial level, reflecting the trend before
intervention, indicating the immediate effect of the policy, and demonstrating the trend change after the

policy.
2.2 Analyze the keywords of national cybersecurity policies based on NLP

2.2.1 Policy text processing

This paper selects the national cybersecurity policy texts that have been verified by ITSA analysis
to have inhibitory effects (covering 145 policies from 137 countries), and uses Python's pandas and nltk
libraries to structure the policy texts. The policy text is divided into blocks based on key dimensions
such as legislation, law enforcement, technology, international cooperation, prevention and education
of the national cybersecurity policy!!*!¥- Based on the python-docx library and with the help of the
JIEBA library, the document collection is segmented to eliminate non-standard words, and the Chinese
Academy of Sciences' lexical analysis tool NLPIR is used to assist in keyword segmentation
processing.

2.2.2 TF-IDF model

The model is used to achieve keyword extraction. It calculates the value of a word and the product
of its values to obtain the score of the statistic, and then sorts them in descending order according to the
score size, and selects the words with higher scores as keywords.

The value calculation formula is as follows:

TF;; = My ©)

Yk Ng,j
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Among them,n;; represents the number of times word w; appears in document set j; ¥ Ni; is
the number of words in document set j after filtering the stop word.

Reverse File Frequency (IDF) is used to measure the occurrence frequency of words in the entire
text library. Its function is to balance the frequency impact of common words. The calculation formula
is as follows:

ID|
|{j:Wi€dj}|

IDF; = log 3)

Here, |D| represents the total amount of text in the text library, |{j:wi € dj}| represents the
number of texts containing words in the text library, but the denominator is usually used 1+
Then, find the TF — IDF value of each word wj; in the j-th document.The formula is as follows:

TF — IDF;; = TF;; X IDF; )

Finally, based on the calculated TF-IDF values, the words in each document collection are sorted,
and the words with higher TF-IDF values are selected as the high-frequency keywords.[!!

3. Empirical result analysis
3.1 Empirical Analysis Based on Interrupted Time Series

As there is a certain time lag from the announcement to the implementation of policies, when
exploring the effectiveness of national cybersecurity policies in the future, we mainly consider the
long-term effects after the implementation of the policies.

If the effectiveness of the "Cybersecurity Basic Law" issued by South Korea in 2013 is analyzed,
the trend change after the policy implementation (3=-10, indicating that the number of cybercrimes Y
decreased by an additional 10 units each year after the intervention. This shows that the implementation
of this policy in South Korea is effective in suppressing cybercrimes, as shown in Figure 1.
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Figure 1: Change level of cyber crime in southkorea.

The effectiveness of the Data Protection Act introduced in the UK in 2018 was analyzed. The trend
change after the policy was implemented (;=14, indicating that the number of cybercrimes Y
increased by an additional 14 units each year after the intervention. This shows that the implementation
of this cybersecurity policy in the UK is ineffective in suppressing cybercrimes, as shown in Figure 2.
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Figure 2: The change level of cyber Crime in UK.
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The following is an enumeration of the trend changes after the implementation of cybersecurity
policies in other countries, such as Table 1and Figure 3.

Table 1: The trend change after implementation of network security policies in some countries is f33.

Outcome Metric

Outcome Metric

China2017 China2021 Ukraine2016 Israel2015 Iran2014
0.01 2.00 6.50 8.00 0.50
Russia2016 Indonesia2023 India2013 Turkey2013 Brazil2020
1.50 -6.00 -21.00 -8.00 0.50
Germany2016 Italy2018 Japan2014 France2018 Poland2016
-3.50 0.01 -1.00 4.50 -0.50
Thailand2019 USA2013 USA2021 USA2023 UK2016
0.50 -796.00 380.50 -490.00 -25.50

A visual analysis of the changes in the level of cybercrime before and after the implementation of
national security cyber policies in some countries is shown in Figure 3.
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Figure 3: Changes in the level of cybercrime in some national policies.

3.2 Verify the effectiveness of national cybersecurity policies based on differential paired sample
t-tests

We used the differential paired sample t-test to verify the effectiveness of the above-mentioned
ITSA analysis of cybersecurity policies in various countries. When using paired t-tests to compare the
mean differences before and after policy implementation, it is necessary to first perform differential
processing on the time series data to eliminate trends or seasonality, and then conduct paired
comparisons.

For the establishment of this mathematical model, a paired data set is first constructed (assuming
the policy implementation time point is t*)

{ Pre — policy difference value: {A Yy_m,A Yo _mat, - A Yt*—l}} 5)
Post — policy difference value: {A Y , A Yeiq, .., Yeromo1}
Then, the test statistic is calculated:

t= Dpost_Dpre (6)

sq/vm

Among them, ﬁpre and ﬁpost are the sample means of the difference values before and after the

policy, s, are the standard deviation of the paired difference, and df = m — 1 are the degrees of
freedom.

Based on the calculated t-statistic and degrees of freedom, the corresponding p-value is looked up.
Due to space limitations, only the P-values of 20 policies are listed, as shown in Table 2.

Table 2: P-values after pairedt-test for difference samples in some countries.

China2017 China2021 Ukraine2016 | Israel2015 Iran2014
0.32 0.26 0.02 0.07 0.5
Russia2016 | Indonesia2023 | India2013 | Turkey2013 | Brazil2020
0.15 0.01 0.008 0.012 0.34
Germany2016 Italy2018 Japan2014 | France2018 | Poland2016
0.02 0.33 0.04 0.41 0.05
Thailand2019 USA2013 USA2021 USA2023 UK2016

0.61 0.001 0.78 0.002 0.005

If the P-value is less than 0.05, the null hypothesis is rejected and it is considered that there is a
significant difference in the means between the two time points (or conditions). As can be seen in Table
2, its analysis of policy effectiveness is highly consistent with ITSA. In this regard, the use of this
model corroborates our previous analysis of policy effectiveness.

Finally, the preprocessed policy data is formed into a corpus and modeled to obtain the vector space
of the corpus. The vector space contains information on the distribution of all words in the corpus:

D= (d1:d2'd3'---:d145)T @)
di = (Wi1, Wiy, ..., Wigg7) (®)

Among them, d; represents the i-th vector of the policy th in the vector space; w;; represents the
weight of the ij-th feature item in the j-th comment.
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3.3 Empirical Analysis Based on Natural Language Processing

The word cloud of high-frequency terms related to effective policies is shown in Figure 4:

¢ EH\I\EALINFRNSIRUEIURE
CYBERSECURITY PROFESSIDNALS

= COOPERATION AEREEMENTﬁ

ci.‘a‘m"»u‘édr‘s
:=EDUCATION EYBER T“fR}d\nugnrﬂ[‘ﬁmm

<= CYBERSECURITY DEPARTMENTS -
%‘u“.i“mmnI:RITII:ALI\N’ERASTRUBTIIRE

COOPERAT D‘H'ENEHIIH S TECHNOLDGY INNOVATION

—EDUCATION:=EDUCATIONawer Forces

URITY P CGRITICAL INFRASTRUCTURE

“INTERNATIONAL COOPERATION:

“"‘EMEXNBERSEBURITY PROFESSIONALS
%] ECHNOLOGY INNOVATION =

CYBER THREATS' M MARKET FORCES 2= CYBERSECURITY DEPARTMENTS

s’ MARKET FORGES s
‘LAW ENFURGEMENT

“““”'“‘”“INTERNATmNAL COOPERATION™*
TE[‘.HHﬂLI]EY INNIWMII]N

Figure 4: Effective policy high-frequency word wordcloud.

(1) Enhancing International Cooperation: Encourage collaboration with other countries in the field
of cybersecurity to jointly address transnational cyber threats. Strengthen cyber law enforcement
capabilities through international cooperation, including participating in cyber operation simulation
exercises and signing cybersecurity cooperation agreements.

(2) Cybersecurity Research and Education: Support the development of cybersecurity research and
education programs to cultivate more cybersecurity professionals and promote technological innovation
in cybersecurity.

(3) Protection of Critical Infrastructure: Ensure the security of information systems in critical
sectors such as power and transportation, and enhance cybersecurity defense capabilities.

(4) Leveraging Market Forces: Utilize market forces to raise cybersecurity standards. Work with
both private and public sectors to ensure that individuals, businesses, and organizations implement
effective cybersecurity measures.

(5) Institutional Establishment: Set up cybersecurity departments to share cybersecurity knowledge
and address systemic vulnerabilities.

4. Conclusion

This study, from a global perspective, employs quantitative research methods such as Interrupt Time
series analysis (ITSA) and natural language processing (NLP) to analyze 145 cybersecurity policies
from 137 countries. The aim is to reveal the influencing factors and patterns of policy effectiveness and
provide data support for global cybersecurity governance.

4.1 Quantitative Differences in the Effects of Global policies

Through the analysis of the ITSA model, it is found that the inhibitory effects of cybersecurity
policies in different countries on cybercrime vary significantly:

After the implementation of South Korea's "Basic Cybersecurity Law", the number of cybercrimes
has decreased by an additional 10 units each year (B3=-10). The policy effect of the United States in
2013 was particularly prominent (B3=-796), demonstrating a strong and effective inhibitory effect.
However, after the implementation of the UK's Data Protection Act, the number of cybercrimes has
increased by 14 units (B;=14) each year, reflecting deficiencies in policy design or implementation.
Moreover, the effectiveness of policies is closely related to a country's governance capacity and
resource input. For instance, in developing countries like India and Ukraine, India's policy in 2013
(Bs=-21) had a relatively good effect, while Ukraine's policy in 2016 (f5=6.5) had a limited effect.
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4.2 Suggestions

By using NLP technology to analyze policy texts, four core policy dimensions, namely international
cooperation, protection of critical infrastructure, cybersecurity education and technological innovation,
and institutional and system construction, were further summarized. The following suggestions are put
forward:

(1) A dynamic evaluation mechanism will be adopted, and quantitative methods will be used to
regularly assess the effectiveness of policies, so as to adjust strategies in a timely manner.

(2) Global collaborative governance will be pursued to strengthen international cooperation,
particularly in areas such as data sharing and joint exercises, in order to address transnational
cybercrimes.

(3) Policies should be designed in multiple dimensions, taking into account both "technical means"
and "institutional guarantees", and resources should be allocated in light of the country's national
conditions.

4.3 Research Limitations and Future Directions

Although this study covers many countries around the world, the availability of data in some
countries is limited. The sample range can be expanded in the future. Furthermore, no in-depth analysis
was conducted on the specific obstacles encountered during the policy implementation process.
Subsequent research can combine quantitative and qualitative methods to further explore the full-chain
influencing factors of policies from text to implementation, providing more comprehensive theoretical
support for global cybersecurity governance.
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