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Abstract: The rapid advancement of technology is profoundly transforming the methods of information
creation and dissemination, with the advent of large language models standing out as particularly
significant. These models, with their formidable generative capabilities, have ushered in revolutionary
applications in creative writing, technical generation, adaptive conversation, and other domains.
However, the inevitable concern that accompanies this development is the challenge of detecting and
regulating content generation. The misuse of large language models could precipitate an inundation of
misinformation, while the inherent complexity and diversity of their generated content pose significant
challenges to traditional detection methods. Consequently, the development of effective content
detection algorithms has become an urgent priority. Meanwhile, the ongoing evolution of evasion
mechanisms continually tests the limits of detection systems. The accurate distinction between
computer-generated and human-authored content has emerged as a central focus of current research.
The nuanced interplay between content detection and evasion mechanisms provides a crucial
perspective for the study of information processing in the digital age.
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1. Introduction

The rise of large language models has sparked an endless journey of exploration within the tech
community, infusing content generation with unprecedented vitality. However, beneath this
phenomenon, opportunities coexist with risks. The content generated by language models enriches
communication forms while simultaneously blurring the boundaries between true and false information.
Consequently, there is an urgent need to develop precise and efficient detection algorithms to safeguard
the authenticity and reliability of information. Given the complexity of its generation mechanisms,
content detection is by no means an easy task. Some research suggests combining various machine
learning and deep learning methods with the inherent characteristics of large language models to
enhance detection effectiveness. This is not merely a technological competition but also a game of
responsibility and trust. The formidable challenge facing both the detecting and detected parties is
whether to ensure information quality without stifling technological innovation.

Recent studies have applied various machine learning and deep learning methods to improve
content detection in large language models (LLMs). Jiabei et al.[1] explored BERT and LSTM for
multilingual sentiment analysis, while Yan Hao et al.[2] integrated attention mechanisms and
self-supervised learning to enhance detection quality. Qinghe et al.[3] proposed a hybrid CNN-LSTM
model for stock prediction, addressing nonlinear dependencies, which could benefit content detection
in LLMs. Su Diao et al.[4] drew parallels between machine learning in ventilator control and content
detection in LLMs, while Ximei et al.[5] explored dimensionality reduction and XGBoost for feature
extraction. Kangtong et al.[6] developed deep reinforcement learning algorithms, and Yuwen et al.[7]
applied LSTMs for complex market predictions. Additionally, Minliu et al.[8] combined attention
mechanisms and deep learning for improved detection performance.
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2. Content Detection Algorithms for Large Language Models
2.1. Machine Learning Methods

Machine learning algorithms, with their remarkable capabilities in pattern recognition and
classification, demonstrate significant potential in distilling data features and enhancing detection
accuracy. In light of the distinctive qualities of content generated by large language models, researchers
are dedicating considerable efforts to effectively distinguish between text produced by these models
and that created by humans, through the development of sophisticated feature engineering and
optimization algorithms[9]. Typically, text classification and clustering algorithms are among the most
prevalently employed techniques within machine learning, as they analyze the statistical properties,
syntactic structure, and semantic information of texts to provide precise content identification. Text
vectorization techniques, such as TF-IDF and word embeddings, facilitate the transformation of
language into numerical formats, thus streamlining the model’s computational and analytical processes.
Furthermore, ensemble learning methods like random forests and boosting trees are increasingly being
applied in content detection tasks due to their ability to amalgamate multiple weak classifiers, thereby
enhancing overall performance [10]. These methodologies partly mitigate the limitations inherent in
singular models, yielding elevated detection accuracy. Nevertheless, as the complexity of content
generated by large language models continues to increase, reliance solely on traditional machine
learning techniques may prove inadequate. Continuous innovation and adjustment of algorithms are
essential to accommodate the evolving paradigms of content generation[11]. Therefore, tailoring and
optimizing algorithm parameters in conjunction with the unique characteristics of specific application
datasets represents a crucial step toward improving detection efficacy. Researchers are diligently
exploring novel feature extraction methods and algorithmic frameworks to incessantly elevate the
accuracy and robustness of content detection, ultimately culminating in a comprehensive solution
tailored for large language models[12].

2.2. Deep Learning Methods

The application of deep learning methodologies in the detection of content generated by large
language models demonstrates remarkable processing capabilities and adaptability, particularly
exhibiting distinct advantages when confronted with complex text generation patterns[13]. Through the
utilization of deep neural networks, detection systems are empowered to autonomously learn and
capture high-dimensional features within the text, thus liberating themselves from the constraints of
manual feature engineering and enhancing the model's proficiency in recognizing generated
content[14]. Architectures such as Convolutional Neural Networks (CNN) and Recurrent Neural
Networks (RNN) have consistently achieved commendable results in text classification tasks, where
CNNs augment the detection system's sensitivity to fine-grained textual patterns by capturing local
features, while RNNs and their variants, such as Long Short-Term Memory networks (LSTM), excel in
understanding contextual dependencies within the text due to their adeptness in processing sequential
data[15]. Furthermore, models predicated on attention mechanisms, such as the Transformer
architecture, exhibit exceptional performance in capturing global semantic relationships[16]. These
models not only possess the capacity to process lengthy texts in parallel but also enhance the precision
of recognizing intricate generated content through their multi-headed attention mechanism. In recent
years, pre-trained language models, including BERT and GPT, have progressively emerged as pivotal
tools in detection tasks, endowed with formidable capabilities for language comprehension and the
discernment of generated content, thanks to extensive pre-training on vast datasets [17].

2.3. Large language model

Large Language Model (LLM), as an important building block in today's Al field, covers neural
network architectures with billions or even tens of billions of parameters, and is designed to analyze
and learn massive linguistic data so as to achieve multiple functions such as automatic reading,
question answering, and text generation, which is shown in Figure 1.
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Figure 1. Large-scale language model

Large Language Models (LLMs) possess an impressive array of capabilities, including the
generation of code and images, which reveal a vast potential for applications that transcend traditional
models[18]. Within the current research landscape, discussions surrounding LLMs predominantly
center on several key aspects: model design, data preprocessing, model training and optimization, as
well as specific application contexts[19]. In particular, in the realm of model design, researchers are
devoted to enhancing both the efficiency and performance of these models. The presently ubiquitous
Transformer architecture empowers LLMs to execute a wide variety of tasks in an end-to-end manner,
demonstrating a remarkable proficiency in processing lengthy text sequences[20]. In terms of
application, the scope of these models is exceedingly broad, encompassing text generation—such as
machine translation and dialogue systems—text classification tasks like sentiment analysis and spam
filtering, alongside information retrieval domains including question-answering systems and semantic
search, as well as facets of speech recognition technology[21]. It is evident that LLMs not only
introduce novel approaches to content generation but also pose theoretical and practical challenges for
content detection[22]. By gaining a deeper understanding of the generative mechanisms of LLMs,
researchers can strategically leverage their intrinsic characteristics to design more effective content
detection algorithms capable of discerning the origins of generated texts[23]. Nevertheless, as
technology continues to advance, these models face the inherent risks of bias and uncertainties in the
results they produce. Thus, identifying suitable optimization strategies and standardization measures
will undoubtedly become vital to ensuring their reliability across diverse applications. Looking ahead,
the scientific community must urgently enhance systematic analyses of LLMs, delving into their
profound applications in semantic understanding and logical reasoning, thereby fostering the ongoing
innovation and development of content detection technologies [24].

3. Research on bypassing mechanism strategies
3.1. Text similarity analysis strategy

In the study of circumvention mechanisms and strategies, text similarity analysis has been
extensively employed to differentiate between human-generated texts and those produced by artificial
intelligence, particularly in the contemporary milieu where Al-generated content is ubiquitous[25]. The
automation of detection for various types of texts has emerged as a focal point of research. By
examining text similarity, it is possible not only to identify the origin of the text but also to uncover the
deeper characteristics of the text generation mechanisms[26]. This strategy utilizes classical text
similarity computation methods, notably the combination of the Term Frequency-Inverse Document
Frequency (TF-IDF) algorithm and cosine similarity calculations, thus establishing an effective
analytical framework[27]. Furthermore, the Simi-Detector model facilitates precise identification of
text sources.

The TF-IDF algorithm serves as a foundational tool for text vectorization, appraising the
significance of words within a text based on their frequency and inverse document frequency[28]. The
core formula of this algorithm is as follows:

TF — IDF(t, ) = TF(t, ) X log(gr) M

Here, TF(t, d) denotes the frequency of occurrence of term t in document d, N represents the total
number of documents, and DF(t) signifies the number of documents containing the term. TF-IDF
balances the local importance of a term (i.e., its frequency) with its global dispersion (i.e., document
frequency) to assign a weight to each term, thereby vectorizing the text.
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Upon completion of vectorization, the measurement of text similarity relies on Cosine Similarity,
which assesses the similarity between two vectors by calculating the cosine value of the angle between
them, as per equation (2).

AB
[AIl1IB]|

CosineSimilarity (A, B) = 2)

where A-B denotes the dot product of vectors A and B, and ||A|| and |[B|| denote the modes of
vectors A and B, respectively. The closer the cosine similarity is to 1, the more similar the two texts are
in the vector space, and vice versa.

The specific implementation steps of the text similarity analysis strategy are divided into several
stages. First, in the context of the same problem, the human text set is utilized to construct a document
library, which is vectorized by TF-IDF, and the two-by-two cosine similarity is calculated for the
documents. Next, the human text data is mixed with Al-generated text and the same vectorization and
similarity computation process is repeated. Finally, the Al text alone is used to construct the document
library and a full comparison of similarity is completed [29].

3.2. LLM Generation Method Counterstrategy

Based on the text generation mechanism of LLM, the model predicts the optimal solution through
the construction of probabilistic mapping, so as to derive the basic logic of text generation[30]. To
address this problem, the detection strategy proposed by the Stanford team is the main reference, and
the original algorithm of its detection strategy is shown in Figure 2.The core of the model is to analyze
the differences between LLM-generated text and human text by means of probabilistic selection[31].
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Figure 2. Detection strategy original algorithm

In the process of generating textual content, LLM employs a specific vocabulary selection
mechanism which produces word sequences with a higher probability[32]. The fundamental
assumption here is that LLM tends to choose the word with the highest probability in the given context,
a mechanism that differentiates from human text creation. Human choices are often more creative or
deviate from local optimality due to various irrational factors. Consequently, the core of this adversarial
strategy lies in utilizing this probability disparity for detection. The selection mechanism of generative
models can be expressed by the conditional probability equation (3):

_PWa, Wz Wi) 3)

p(leWi_l, Wi_2,:-1, Wl) = P(W1, W2, Wi_1)

Upon generating each word, LLM bases its selection on the contextual conditions of the preceding
text, opting for the term with the highest probability[33]. In contrast, human text production frequently
deviates from such probabilistic regulations, thus, the disparities in lexical choices between
human-crafted and LLM-generated texts serve as a critical foundation for adversarial detection.

Moreover, the similarity in generation strategies among different LLM models opens additional
avenues for adversarial tactics[34]. Even though certain models, such as ChatGPT, are not
open-sourced, their generation mechanisms can still be approximated through analogous models.
Models like BERT and T5 exhibit similar probabilistic distribution characteristics in their generation
strategies, hence, the behavioral patterns of unknown models can be inferred through the probability
graphs of similar models. The similarity in probability graphs of different LLMs can be calculated
using equation (4).

: P()
KL(PIIQ) = Xi P(Dlog( s O

Here, KL(P || Q) represents the KL divergence (Kullback-Leibler Divergence), which is employed
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to measure the disparity between two probability distributions, P and Q. By utilizing the LLM-Detector
model to compare the probability distributions of texts generated by two different models, one can
discern the proximity in their lexical choices and, based on this, infer the characteristics of the texts
produced by various models. Even in the absence of explicit generated samples, the similarities of
known models can still provide crucial evidence for text detection [35].

3.3. AI model analysis strategy

By focusing on the comparison of a vast array of Al-generated text samples with human-authored
samples, this approach emphasizes the construction of an efficient binary classification model for text
detection[36]. The task of text detection necessitates the extraction of features and the training of
classification models through machine learning algorithms, given sufficient data. This methodology
aims to enhance the accuracy of text recognition by leveraging high-quality data inputs and optimizing
model parameters.

In late January 2023, OpenAl's introduction of an Al text detection tool became a pivotal element in
this study. The platform's Al text classifier, a GPT model fine-tuned for this purpose, supports the
identification of Al-generated texts[37]. This study utilized this fine-tuned model for experimental
design and validation, striving to enhance the model's discriminatory capabilities through extensive
sample training, even in the absence of direct references. Specifically, the OpenAl-Detector, as a
detection model, was validated in tests, tasked with effectively distinguishing between human-written
and Al-generated texts, supported by a substantial number of training samples[38]. The model analysis
strategy not only involves technical implementation but also emphasizes the robustness of the model
across various scenarios. The Al model was set to explore diverse text sets to evaluate its error rate and
identification accuracy under broad application conditions. This analysis-driven strategy is centered on
designing a detection logic with sufficient adaptability to address potentially more complex
Al-generated texts in the future. Additionally, to further optimize detection effectiveness, this study
explored the potential advantages of integrating self-supervised learning and transfer learning to
improve the model's generalization capabilities for new text samples. This approach not only enhances
the model's flexibility but also mitigates bias issues stemming from insufficient training data to some
extent [39].

Through experimental validation, the OpenAl-Detector demonstrated positive outcomes in
discerning the boundary between Al and human-written texts. However, there remains room for
optimization when faced with extremely complex text structures, suggesting that future model
improvements should further consider the comprehensive application of multi-layered features and
contextual dependencies to enhance the model's performance in multidimensional text detection tasks.
Thus, the Al model analysis strategy offers a meaningful exploration path for current Al text detection,
providing a robust foundation for further academic research and practical applications [40].

4. Experimental analysis
4.1. Evaluation Indicators

In experimental analysis, the selection of evaluation metrics is paramount for assessing the
performance of classification models. To comprehensively evaluate the practical efficacy of these
models, multiple metrics are typically employed, including accuracy, precision, recall, and F1-score.
These metrics serve not only as standard evaluative measures but also reflect the model's performance
variances under differing circumstances. Accuracy is defined as the overall proportion of correct
predictions made by the model, as indicated by equation (5):

TP+TN
TP+TN+FP+FN

(&)

Where TP stands for true class, TN stands for true negative class, FP stands for false positive class
and FN stands for false negative class. Precision, on the other hand, is the proportion of actual positive
samples among all samples predicted to be positive by the model, calculated as in equation (6):

Accuracy =

TP
TP+FP

Precision =

Q)

This metric reflects the accuracy of the model in predicting positive classes. Recall measures the
proportion of all samples that are actually positive that are correctly predicted to be positive, expressed
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as in the equation as in (7):

TP
TP+FN

Recall =

(N

In order to synthesize the balance between precision and recall, the F1-score is used as a kind of
reconciled mean to weigh the two, as in equation as in (8):

F1 =2 x Preci'si.oanecall (8)

Precision+Recal
These metrics can provide comprehensive performance evaluation for different classification tasks,
especially when facing unbalanced data, F1-score can better reflect the actual effect of the model. In
practical experiments, the evaluation based on these metrics helps to clarify the optimization direction

of the model, thus providing data support for subsequent improvement.
4.2. Experimental results

4.2.1. Text similarity analysis results

This chapter substantiates the efficacy and reliability of text generation models by quantifying the
resemblance between Al-generated and human-authored text. In the experiment, various similarity
metrics, such as cosine similarity and Jaccard similarity, were employed to systematically compute the
similarity between Al and human texts. The findings, depicted in Figure 3, highlight notable disparities
in similarity among texts produced by different models, particularly in terms of word selection,
syntactic structure, and semantic coherence [41].
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Figure 3. Simi-Detector The results of this model detection

By conducting comparative experiments on the similarity distribution between Al-generated text
and human-written content, one can further refine the parameters of text generation models to enhance
the naturalness of the generated prose. Moreover, this experiment has revealed the varying performance
of different models in specific tasks, indicating that while some Al-generated texts exhibit a high
degree of similarity, distinctive features remain identifiable. These findings offer concrete reference
points for subsequent model improvements and provide robust support for the application of text
similarity in the evaluation of generative models.

4.2.2. LLM Generation Against Results

The detection algorithm of LLM-Detector was evaluated by setting the chunk length to 256, the
mask percentage to 20%, the number of samples to 30, and the Z-score threshold to 0.7. The detection
results are illustrated in Figure 4. The experimental results indicate that although LLM-Detector
demonstrates a certain level of discriminative capability in the detection task, its performance still
exhibits significant errors. Specifically, the model misclassified approximately 1% of human-generated
text as Al-generated, indicating a risk of misjudgment for natural text. Furthermore, nearly 48% of the
text generated by ChatGPT was erroneously identified as human-generated, highlighting the challenges
the current model faces in distinguishing between authentic human text and Al-generated content.
These misclassifications reveal the limitations of model parameter settings and feature extraction under
adversarial strategies, pointing to the need for more precise algorithm tuning and feature engineering to
reduce misjudgment rates and enhance the robustness and accuracy of the model in the context of
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LLM-generated content.
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Figure 4. LLM-Detector model detection results
4.2.3. AI model analysis results

This experiment conducted a comprehensive analysis of the performance of OpenAl-Detector,
setting reasonable detection parameters and testing it across an extensive dataset. The results, as
depicted in Figure 5, indicate that OpenAl-Detector encounters a certain degree of misclassification
issues in text recognition tasks. Specifically, it incorrectly identifies approximately 30% of
human-written texts as Al-generated, while also misclassifying around 30% of texts generated by
ChatGPT as human-authored. Such misclassification phenomena reveal the current model's limitations
in handling complex linguistic structures and semantics. Given the complexity and diversity of
Al-generated texts, existing models face challenges in distinguishing natural language from generated
language. This suggests that future efforts should focus on further refining the algorithms, particularly
in the areas of language feature extraction and enhancing model robustness, to reduce misclassification
rates and improve classification accuracy. These findings provide solid experimental data and direction
for subsequent algorithm optimization and model enhancement.
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Figure 5. OpenAl-Detector model detection results

5. Conclusion

In the battle between large-scale language models and detection algorithms, the continuous
emergence of bypass mechanisms is an increasingly severe test for detection methods. However, it is
this challenge that drives the continuous innovation and improvement of the technology. Research has
shown that by deeply analyzing text similarity, combining anti-generation strategies and model kernel
profiling, we can effectively identify and control generated content. The exploration of this balanced
strategy not only helps to improve the detection accuracy, but also lays a solid foundation for the
healthy development of the future content generation ecosystem. Thus, strengthening the understanding
of large-scale language models and developing more advanced detection algorithms have become
important tasks to ensure the purity of the information environment. In the digital age, the
trustworthiness of information should not only rely on technological advances, but also requires ethical
and legal guidance, and only by working together can we welcome the brightness of the digital future.
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