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Abstract: With the continuous development of social economy, the Internet era has evolved rapidly. The
information that minors come into contact with is more and more complete and uncontrollable. Due to
the immature mind, the knowledge is narrow, the legal awareness is weak, and the impulsive crime is
obvious. The education of the family, school and society is not perfect. According to statistics, the
popularity of the Internet of minors in China reached 98% in 2021. Some pornographic and violent
games and some related film and television works and popular short videos quickly participated in the
life of minors, resulting in the lack of correct education and guidance on the violence and sexual
curiosity and impulses of minors. In some specific In this case, it causes illegal or even criminal acts.
The delinquency of minors faces many new situations and problems. For example, some online rumors,
online banking theft, minors are addicted to online games and other phenomena. To this end, this paper
analyzes the causes of online crime among minors and puts forward targeted preventive measures in
order to minimize the impact of bad online information on minors.
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1. Investigation of the basic situation of juvenile cybercrime

With the rapid development of society, juvenile delinquency also presents different forms of
expression. Traditional campus violence, verbal abuse and other behaviors are gradually replaced by
various forms of crime on the Internet. Due to the immature psychological development of minors, it is
easy to be used and dominated by adult criminals to carry out criminal activities. The rapid popularity
of the Internet has caused a frequent increase in the number of Internet crimes. For example, various
phenomena such as sexual assault of minors by cyber criminals, fraudulent underage live streaming
platforms for rewards, and cyber violence have emerged endlessly, posing a great threat to the
legitimate rights and interests of minors. In the face of minors' mental immaturity and lack of ability to
identify right and wrong, it is more necessary to prevent and regulate them in advance, strengthen the
management of minors' online activities, and reduce minors' criminal violations caused by the Internet.
Cybercrime is the product of the continuous development of social science and technology, and it is
also a media tool for minors to contact the world. Proper use can broaden the horizon of knowledge,
improper use may be addicted to online games, into the network world, and disconnected from the real
world do not like the social life of real life. Psychological will be due to the long-term lack of peer
communication, and further rely on online games, so repeated to minors' physical and psychological
obstacles, some minors for a long time, will have psychological problems, will be confused between
the Internet and reality, will further imitate the virtual world to map to the real life. It will cause
violence in some online games to hurt others, and further evolve into illegal and even criminal
phenomena. This kind of bad behavior and habit has laid a major hidden danger to the development of
society. Therefore, timely prevention of juvenile cybercrime is an important measure to protect the
legitimate rights and interests of minors and maintain social stability and orderly development [1].

Section 1: Investigation's significance

In the context of the rapid development of the Internet era, it is of great theoretical and practical
significance to conduct relevant theoretical research and practical exploration on the current situation
of online crime among Chinese youth, continuously improve and update the ways of online youth
empowerment, and prevent online crime among youth. It is also important to cultivate youth media
literacy in the field of online media.

From a theoretical perspective, the prevention and control of youth online crimes has become a hot
topic in current academic circles in the era of the Internet. In the context of the development of new

Published by Francis Academic Press, UK
-11-




International Journal of Frontiers in Sociology

ISSN 2706-6827 Vol. 5, Issue 9: 11-21, DOI: 10.25236/1JFS.2023.050903

media environments, implementing online literacy education for young people is a refinement of the
theory of preventing and treating youth online crimes, mainly enriching the theoretical research on
online ethics and online legal education. It also provides schools and society with more theoretical
basis for preventing and controlling youth online crimes.

At the practical level, conducting research on the theoretical foundation of education related to the
prevention of youth online crimes has significant practical significance. Firstly, it is necessary to
strengthen online moral education for young people, enhance their online quality education, and
promote the development and improvement of their personalities. Secondly, it can contribute to the
standardization of the online environment and maintain the safe and stable development of family
networks. This research will provide new educational methods for preventing youth online crimes, in
order to achieve better prevention of such crimes among young people.

Section 2: Investigation's results analysis

The questionnaire included 104 boys (41.27%), 148 girls (58.73%), 8 10-12 years old (3.17%), 140
14-18 years old (55.56%), and 104 18-22 years old (41.27%). The 100% effective questionnaire
objectively and accurately reflects the current situation of some juvenile cybercrimes. This is shown in
Figure 1.

" Man41.27%

Moman58.73%

Figure 1: Age distribution of respondents

In our survey group, 65.08% of minors chose the phenomenon of minors committing crimes due to
the Internet, which indicates that the phenomenon of minors committing crimes through the Internet is
relatively common in real life. This is shown in Figure 2.
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Figure 2: Whether there are minors around the use of cyber crime

According to the survey, 77.59 percent of the respondents believed that crime victims are getting
younger. In the question "What is your main purpose of surfing the Internet?" The forms with relatively
high data are chatting and making friends and playing online games. According to statistics, from
January to September 2021 alone, procuratorial organs across the country prosecuted 4,822 telecom
cybercrimes involving minors. According to the "Big Data Analysis Report on Criminal cases
involving Minors on the Internet", about 10% of juvenile criminal cases are related to the Internet, and
the number is still increasing [2]. In addition, among the questions of "Do you think the psychological
causes of juvenile crime caused by the Internet", 74.6% of the subjects think that it is seeking
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stimulation, 71.43% think that it is out of curiosity, which shows that the juvenile crime has no obvious
criminal purpose and motive, and the motive is simple, and even some young people do not realize that
their behavior has violated the law when they commit criminal acts. This is shown in Figure 3.

other 14.29%
curiosity 71.43%
revengeful sentiment 39. 68%

demand stimulation 74.6%
- momentary impulse 58. 73%

herd mentality 68.25% material desires 71.43%

Figure 3: Internet causes juvenile criminal psychology

Minors of different ages have different physical, psychological and cultural levels. The survey
results show that 72.41% of people believe that the trend of crimes committed by young people is
increasing year by year. It can be seen that minors at the lower age stage commit illegal and criminal
acts, which not only reflects the gradual decline in the proportion of minors at the age of crime, but also
reflects that the attention paid to the control of minors at the primary and middle schools should be
enhanced. It can be seen that the current situation of minors at the lower age should focus on the key
issues of juvenile crime. This is shown in Figure 4.
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Figure 4: Juvenile delinquency trend

In our investigation, the causes of juvenile delinquency are mainly concentrated in family factors
and social factors. Parents ignore their children's education, parents have bad habits and spoil their
children. These behaviors have greatly affected their healthy mental development, and they may go to
the road of crime in the absence of correct guidance and education. In addition, the influence of bad
social incentives is great, minors spend much more time on the Internet and games than ordinary
middle school students, and the number of pornographic websites is nearly 5 times that of ordinary
middle school students. This reflects the poor self-restraint of deviant minors, Internet violence,
Internet gambling and other kinds of information are tempting them and bring them great negative
effects. In addition, family factors are also important factors affecting juvenile crime, parents should
take effective measures to help children establish correct values and outlook on life.

After this survey, juvenile crime has become a status quo that cannot be underestimated, in
particular, it should be noted that juvenile cybercrime is also gradually becoming a problem that cannot
be ignored. In order to deal with these problems, we should face the problem of Internet and take active
and effective measures to guide minors to use the Internet correctly, so as to effectively prevent and
reduce juvenile crimes. In addition, we also need to strengthen the education and guidance of teenagers,
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as well as improve relevant laws and regulations, so as to effectively prevent and reduce juvenile
crimes.

2. Characteristics of juvenile cybercrime

Section 1: Cyber crime subjects are younger

In recent years, juvenile cybercrime has shown a trend of younger and younger age. The high
incidence of juvenile delinquency is 14-17 years old. In these cases, the juvenile cybercrime can be
traced back to 10-12 years old, and they usually carry out some bad behaviors. Such as the use of the
network to make improper remarks, Internet drug trafficking, the use of the network for extortion. For
example, in 2011, the Ministry of Public Security detected the "August 31" major online smoking and
drug trafficking case, which is a new type of drug case and the first drug-related illegal act
implemented through video chat platforms in China. The case involved many parts of the country and
caught tens of thousands of drug offenders, more than half of whom were online drug users under the
age of 25, aged between 18 and 30. From the case of "August 31", there are a large number of young
people involved, and the network plays the role of the bad guys. This case confirms the characteristics
of the young age of cyber criminals[3].

Section 2: The minors involved have a low level of education

Most minors do not have a high degree of education, and their academic performance is not very
ideal, and some even give up their studies to pursue some unrealistic dreams. They generally lack
knowledge of the law and lack of awareness of the illegality of their actions, which causes them to lose
self-control in criminal behavior. In addition, their lack of understanding of the illegality of their own
behavior will also bring serious harm to the society, such as serious negative impact on the family and
the society.

Section 3: Randomized motives for online crimes

After entering adolescence, both physically and psychologically, minors are in an immature state,
and their behavior is more casual and reckless. Some minors are out of curiosity and thrill-seeking, and
some have a playful mentality and play pranks. There is no obvious motive or purpose for the crime,
and sometimes it is just an impulsive act. This is a prominent feature of juvenile crime. For example, in
2006, Li made a "panda burning incense" network virus, which began to spread only with a kind of
joke and try mentality, and did not think that this behavior caused millions of Internet users to suffer.

Section 4: Network crime presents a trend of teamwork

In addition to a few criminal forms, minors are generally more than two people jointly committed
crimes. This age stage of thought and behavior is extremely rebellious, often in school cliques, smoking
and fighting, while affected by the so-called "Jianghu loyalty, brother loyalty", often many people
gather together to commit crimes, and even set up gangs to form a relatively stable criminal gang. Once
a gang is formed, the violence of the crime and the harm will increase. In 2009, from the establishment
of the association to the end of the case, the registered members of the association were not very old,
and some were just adults, with 19 young people under the age of 20.

Section 5: Cybercrime techniques are diverse and numerous

At present, with the rapid development of science and technology, juvenile crimes not only exist in
traditional crimes such as theft and robbery, but with the help of the Internet, new criminal models such
as juvenile network violence and network fraud have emerged. The Internet era provides a larger
platform for minors, and all kinds of information circulate rapidly. Minors will inevitably come into
contact with a lot of junk information on the Internet, and they will have a strong curiosity about it, and
it is easy for them to commit crimes.

Section 6: The minors are affected by network information and commit crimes

First, there are many violent and bloody videos on the Internet that are not suitable for minors to
watch. Represented by the "old delinquents" in Hong Kong, they lure some minors to set up clubs to
bully them in schools, and if there is a conflict between people in the clubs, they will join forces and
destroy the local social order.

Second, at present, the most popular online games in China are mostly violent games such as
"League of Legends", "King of Glory", and "World of Warcraft", and they are constantly "killing"
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games. Living in this violent environment for a long time, young people's minds are full of violence
and killing, because of cognitive and psychological defects, they are easy to bring the violence in the
virtual world into reality, they will simulate "kung fu" in the game, and do some cruel and cruel things.
Now, some game manufacturers have carried out the game "anti-addiction", but now the online game
market is very chaotic, private service games are not in this scope. These measures can hardly
effectively prevent minors from becoming addicted to online games.

Third, illegal pornographic websites emerge in an endless stream, many minors often browse some
pornographic websites, after reading some unhealthy content, they will be eager to commit rape. Due to
the lack of a full understanding of sexual psychology, teenagers find it difficult to resist the temptation
of pornographic information, so the proportion of juvenile sexual crimes is high.

Section 7: High Repeat Rate of Cybercrime

Since minors have not yet reached the age of criminal responsibility, after committing crimes, they
have the circumstances of leniency, mitigation or exemption from criminal punishment, which makes
the public security organs unable to have an effective crackdown and deterrent effect on them, resulting
in a passive situation of arrest and release, release and arrest, and some minors also use it as the capital
to continue to violate the law and crime, brazen and aggravated.

3. Causes of juvenile cybercrime

The motivation of juvenile delinquency is diverse, in addition to the bad factors of individuals and
schools, it also includes the quality of the family growth environment, parents' expectations and
education methods for their children, as well as cultural and psychological factors in the social
environment. No matter what kind of crime, as long as the cause of the crime is found, it can
effectively prevent the occurrence of crime, therefore, the study of juvenile cybercrime is becoming
more and more important. In recent years, the increasing number of juvenile cybercrime cases has
brought great economic losses to the family and society. How to effectively reduce juvenile cybercrime
has become an urgent social problem that needs to be solved. In order to deeply explore the causes of
juvenile cybercrime, this paper will analyze from multiple perspectives, starting from the aspects of
juvenile personal factors, family environment, social environment, etc., to deeply explore the causes of
juvenile cybercrime.

Section 1: Individual Factors Leading to Cybercrime

Minors generally have a strong curiosity, their thirst for knowledge is much stronger than adults, at
the same time, people at this age will have a special rebellious psychology, the more do not want them
to do things, the more will arouse their fighting spirit, and the Internet provides them with a good
environment, can satisfy the curiosity of young people. Some websites, in order to protect legitimate
users, will set a password, some young people know that they are not legitimate users, in the face of
inaccessible information, curiosity, began to decipher the password, steal information. This is like a
game, with the challenge, there is momentum, with momentum, this group of young people become the
network disruptors. These young people use their knowledge of the Internet to break into complex
network systems and crack passwords, and they will be happy with their intelligence, because they will
see their intelligence as a kind of interesting test. Moving from curiosity to satisfaction makes it
increasingly difficult for them to control their actions, despite the very serious consequences of doing
so. Sometimes, their criminal purpose is not to obtain some enterprise or other people's monetary
interests, nor is it to vent their emotions and take the opportunity to retaliate against society, but to
prove a certain ability and intelligence to others, to society, or even just to individuals. Driven by
curiosity and a desire to show off, they are blinded, and sometimes they do not realize what they are
doing, they just see it as entertainment. Most of the young hackers will not have any malicious
intentions in the subjective, but they have a strong desire to show, they will use the hacker way to show
their strengths in computer technology, to attract others' attention. They were interested in computers,
had a goal of accessing all computer systems, were proud of being able to find and crack holes in
computer systems, and harassed him online, but their goal was not to read classified documents. Some
disappear after successfully cracking the login password, just for their own vanity and exhibitionism.

Section 2: Family environment causes cybercrime

In this era of rapid information development, many Chinese parents are not willing to learn the
Internet, their understanding of the Internet is not more than their children, some parents are simply a
network illiterate, but they will still try to let their children to learn, to master the Internet technology.
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This is a wrong way of education, with the passage of time, there will be a "generation gap" in science
and technology, there will be an educational bias, can not effectively guide young people's online
behavior, and can not effectively supervise young people's online behavior. Many young students in the
name of learning, to browse some unhealthy websites, in the absence of supervision, their thoughts will
slowly deviate from the original track, if not timely control and management, they will become more
prone to derail in this free network world, and finally embark on the road of crime. Therefore, parents'
strict education of their children at home is an important means to prevent children from committing
crimes on the Internet.

In short, the family environment has a great impact on minors. In many juvenile crime cases,
parents' divorce and domestic violence are the direct causes of juvenile crime, which is because the
disharmonious family environment affects minors' outlook on life and values, and leads them to deviate
from the correct track of social life.

Section 3: School Factors Contributing to Cybercrime

School is the second most important place for minors, minors spend most of their time in school,
and there are some deficiencies and mistakes in most school education, mainly as follows:

1) The educational function of schools is not fully utilized. School education has failed to give full
play to its due role, and a considerable part of schools take the enrollment rate as the main indicator,
and only rely on the score to determine the quality. Such a test-oriented education concept has run
counter to the needs of social development and all-round development of people, and can not make
students be influenced by a good learning atmosphere, resulting in students' low enthusiasm for
learning. In the school, students' social practice activities are few, and some students have not formed
the real sense of "practicality". This is very harmful to the growth of young people, to some extent, it
will make students' vision become narrow, will hinder their social adaptability development, but also to
varying degrees let students feel boring learning, they lost interest in pure theoretical teaching, began to
produce a phenomenon of weariness, resulting in some students flow to Internet cafes, dance halls and
other entertainment places. In the process of young people receiving education, the school's educational
concept lacks flexibility and pertinence, which will affect the healthy growth of young people to
varying degrees. Many male students have been addicted to online games. However, schools have
failed to guide and educate students in a timely and effective manner, ignoring the negative effects.
Many online games are based on violence, war and pornography. If a young person is immersed in
these games for a long time, his thinking and will will be affected, and what is more serious is that he
will become more and more inhuman, and he will communicate less and less with classmates, and his
interpersonal feelings will gradually become indifferent, and his moral judgment ability will become
weaker and weaker, which has a great negative impact on young people's participation in online
activities. This kind of imperceptible influence is likely to be out of control because of the lack of
effective education in schools, and finally cause students to give up learning and embark on the road of
crime.

2) It does not strengthen students' legal education, moral education, and cultivate students to form
good social moral concepts, and can not effectively regulate students' behavior habits. At present, the
network legal education and network moral education carried out in the network environment of
Chinese colleges and universities have not given full play to their guiding role in the network behavior
of teenagers. School is an important organization for the socialization of law, and it is also a place to
cultivate the legal literacy of young people. The school attaches great importance to computer and
network knowledge, and offers a professional computer course from the beginning of basic education.
However, the school's achievements in the field of legal education are far from ideal, and the
knowledge of network laws and regulations and network security prevention in the curriculum is very
poor, so students can not effectively improve their self-protection awareness and ability. In real life, it is
common for students to feel that there are no courses to help them get online. In short, school is an
indispensable place in the life of minors, but there are defects and misunderstandings in the education
of minors in our country at present. Schools should strengthen students' moral education and train them
to form good social moral concepts; We should strengthen students' moral education and improve their
good social moral concept. It is necessary to strengthen students' social moral concepts and improve
their good behavior habits.

3) Lack of psychological education. Schools lack of mental health education for teenagers,
teenagers, is the formation of outlook on life, values of the period, but also a key period to develop
some good habits. At present, most schools do not pay enough attention to the mental health
information room set up in some schools is just an empty shelf, the school does not use the necessary
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way to let students realize that only through psychological counseling, can relieve their pressure and
vent their emotions, so the psychological problems of young people have not been correctly guided and
solved. In addition, their brain is also full of many bloody and violent online games, at this time, there
will be some young people want to use money and material to fill their empty spiritual world, when
they can not be comforted psychologically, it is easier to find the opportunity to affirm themselves in
the network. Some young people even choose to commit cyber crimes to achieve material satisfaction
in reality.

4) The problem of juvenile delinquency has not been paid enough attention, which includes the lack
of patience of teachers for minors who make mistakes, and the lack of legal education in schools. Some
teachers, in order to give students more education, are willing to punish them or humiliate them, so that
they can drive them into fear, which makes the crime even more brazen. Other schools simply leave
offenders alone and leave them to their own devices, which encourages their bad behavior by making
them think they can do anything. In addition, in our country, many schools have not set up related legal
education courses, students can not really understand the meaning of obeying and maintaining the law,
so that they can not realize their responsibilities and obligations.

Section 4: Social Adverse Factors in Causing Cybercrime
1) Bad network environment

With the advent of the Internet era, cyber crime has become a new situation of juvenile crime.
Nationwide, more than 70% of juvenile crimes are related to the Internet. Many social applications
have entered our lives, such as Weibo, wechat, Kuaishou, Douyin and other new media platforms. On
these platforms, all kinds of information can be spread, which makes people dizzying. The
development and popularization of the Internet gives minors more opportunities to access diversified
information, but at the same time, it also makes some bad information spread among teenagers. Some
teenagers are so affected by these bad messages that it is difficult for them to consciously resist and
take the initiative to refuse, resulting in their physical and mental health being affected. In society and
in the media, there will be different degrees of regulatory loopholes, and some lawbreakers will take
advantage of this to poison minors with poor ideological and moral resistance, and they will use
network broadcast platforms, movies, television, online games, etc., to spread bad culture, making it
easy for minors to embark on the road of crime. Some low-grade and low-grade products, the decadent
atmosphere in society, and the brotherhood in the underworld have all brought great harm to minors.
Moreover, live broadcasting platforms, movies, television, and online games are also subtly
propagating and spreading cultural phenomena that are extremely harmful to the growth and
development of minors, such as violence, pornography, and murder, which will make minors easily
embark on the road of crime.

2) Insufficient network supervision

First, the supervision and verification of the content of information published on the Internet is
insufficient, resulting in the opinions published by some websites, as well as some reports that are not
objective and in-depth enough, and some valuable opinions are drowned in a large number of scattered
network information, resulting in the lack of credibility on the Internet. Also, there is a lot of unfiltered
spam on the Internet. There are a lot of dirty words on the Internet, a lot of information is distorted and
distorted, and the correct information is mixed together, which is due to the loopholes in the
information filtering on the Internet, but also the management of the information network industry.

Second, there are still some Internet cafes in the society, which only pay attention to the
entertainment consumption of teenagers, while ignoring the phenomenon of smoking and drinking
among teenagers. It has caused minors to enter entertainment places that are unfavorable to their
growth for a long time, and has contributed to the occurrence of juvenile crimes. Most young people
have been exposed to online games, so some operators engaged in the production and operation of
online games will try their best to use a variety of ways to let young people indulge in online games,
unable to extricate themselves, their means are very vulgar, even for economic interests, and violate the
law. So many young people will be addicted to this violent, bloody, obscene online games. Such
"electronic drugs" [5] make weak-willed young people addicted to online games and unable to extricate
themselves. At the same time, because the cost of online games is very large, some young netizens
cannot afford it, so it is easy for young people to get money through online fraud and other ways. At
present, Internet cafes are an important place for young people to surf the Internet, but some Internet
cafe operators are only in pursuit of profits, ignoring the relevant laws and regulations, turning a blind
eye to the bad network that young people browse, and some Internet cafes will take the initiative to
provide pornography, violence and other content.
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3) Bad social practices prevail

At present, there are many problems in our society, such as: the gap between the rich and the poor is
widening, money worship is prevailing, and so on. These social phenomena have a great impact on
young people, and they will feel confused and empty in the face of such social phenomena, resulting in
a negative and negative mood. These negative values are all negative, and they affect the psychology
and thinking of teenagers, making them appear negative and negative emotions. And these negative
values, they're all negative. The outlook on life has caused different degrees of erosion of young people,
distorted their psychology and thinking, and made them appear negative and negative emotions.
Therefore, in order to let young people grow up healthily, it is necessary to correctly guide them to
establish a correct outlook on life, so that they realize the correct, positive and positive value.

4. Prevention Measures for Minors' Internet Crime

Section 1: Strengthening Legal Education to Enhance Law Awareness in Primary and Secondary
Schools

In the education system, the rule of law education is a relatively important factor, especially in the
context of the top-level design of national rule of law education and social development, the
construction of a rule of law country, a rule of law society, and a rule of law government is our
common goal, in this big project, improving the rule of law education of primary and secondary school
students and improving legal awareness is the cornerstone of building this building. Therefore, we need
to build legal education that ADAPTS to socialism with Chinese characteristics.

(1) Based on interest, cultivate primary and secondary school students with inspiration, discipline
and enthusiasm for legal awareness, and encourage them to participate in law popularization activities
to enhance their understanding of legal knowledge; (2) The rule of law education is guided by
improving the legal awareness and developing legal literacy of primary and secondary school students,
and emphasizes students' practical ability and comprehensive quality in the teaching process; (3) A
variety of legal education methods go hand in hand, cooperate with each other, improve the teaching
content, and strengthen students' understanding of legal knowledge through practical activities and
experiential learning.

If the legal literacy of teachers cannot be improved, the road of rule of law education will not be
long. Due to the lack of legal professional background, the legal literacy of teachers cannot be
improved, and the road of rule of law education is not long. Therefore, the school should recruit some
teachers with legal professional background, solve the difficulty of finding people from the school itself,
and carry out a diversified talent reserve to meet the needs of students. In addition, other teachers
without legal professional background should be regularly trained in legal knowledge and standard
assessment should be carried out to improve the overall legal literacy of teachers, who are qualified to
teach legal education. In addition, legal knowledge exchange activities can be held, including practice
exchange, knowledge exchange and experience exchange, etc., to form an integrated and diversified
legal knowledge transmission channel between teachers and teachers, teachers and prosecutors.

Section 2: Start a youth court and let young people attend

Juvenile crime problem of our country is getting more and more strong in the society, it is difficult
to achieve the satisfactory effect only by making great efforts on the legal text. Our country may wish
to learn from the pattern of combining the legal education of the United States and the juvenile court,
while strengthening its own legal awareness, through the juvenile court model to achieve the effect of
1+1>2 from the inside out. The United States is one of the countries with the highest juvenile
delinquency in the world. According to the social situation of the United States, it has set up juvenile
courts with its initial characteristics under the framework of legal education. In the whole system
construction process, it is necessary to focus on the primary and secondary, the fundamental purpose of
which is to realize the correction of teenagers and pull them back from the ideological and moral
understanding errors [6]. In addition, we should establish and improve the auditing system for
teenagers, so that they can deeply draw scenes of social life, strengthen legal awareness, and strengthen
the effect of legal education. At the same time, we need to pay attention to whether the content
construction of rule of law education is reasonable, choose content suitable for the physical and mental
development of teenagers on the basis of specialization, expand from class to juvenile court attendance,
practice the educational concept of rule of law to the core, and form correct values, outlook on life and
world outlook. Whether the cultivation of behavior mode is effective or not, the main function of rule
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of law education is to guide at the ideological level, whether to achieve the purpose of carrying out rule
of law education, it also needs to be able to really restrain unreasonable and illegal behavior in daily
life; Reflecting the social benefits, at the same time of investment costs, if the benefits are negative, not
only conducive to social development, but also aggravate the burden of the state and society, can think
of such education is such a failure.

Section 3: Improving the System of Detention and Education and Establishing Juvenile Education
Correction Schools

Many juvenile delinquents are too heavy to be reformed through simple education, and more
targeted educational measures are needed. Improving the work of detention and rehabilitation and
establishing juvenile education and correction schools are a good way. Although there are many
preferential treatment and preferential measures for juvenile delinquents in our country, we should not
blindly follow the old system. Dare not boldly break through the system, which not only fails to
achieve the legislative purpose, but also undermines the belief and legal authority of the law in the
people. Therefore, we need to establish and improve the corresponding system according to the
development of The Times. To fully combine the detention and correction schools for adolescents and
give full play to their own advantages: 1) With a perfect legal education curriculum and various
teaching forms, in a variety of teaching and correction modes, with the support of a specific
environment, teenagers will have a stronger awareness of legal knowledge learning and a better
learning effect.2) The team of teachers will be more professional, build a team of teachers with
characteristics to observe society and give feedback on the healthy development of teenagers, establish
and improve the teaching joint mechanism of lawyers, judges, prosecutors and law teachers, combine
professional and practical experience, life and society from multiple perspectives and perspectives, and
meet the high standards of legal education for teenagers [7].3) It is more targeted and effective for
different juvenile crimes, such as the crime of picking quarrels, intentional injury, theft, etc. There is a
perfect teaching system here, and plans for the growth of teenagers are formulated according to the
differences in the characteristics of juvenile crimes.

Section 4: Launching Online Legal Education

Now is the information age, the Internet as an important carrier of information dissemination, its
wide spread, speed is unimaginable to us, this is a double-edged sword, good use to benefit the people,
put in the wrong position will even affect the security and future of a country, it has reached an
indispensable position in our lives, especially under the influence of the rapid development of The
Times, From 5 years old children to 60 years old people are inseparable from mobile phones, which
also leads to the Internet is the best choice for crime. Establish and improve the national youth legal
education characteristic platform, carry out legal education, targeted publicity [8]. First, build online
micro-classes of rule of law education for Chinese teenagers, regularly push and update the content and
classes of youth rule of law education, enhance teenagers' legal awareness, and enhance minors'
self-protection awareness. Second, break through the traditional geographical restrictions, realize the
national rule of law education without obstacles, establish excellent demonstration areas of rule of law
education in the country, sum up good experience online transmission nationwide, from point to line,
line to surface to carry out youth rule of law education. Third, the realization of school to family rule of
law education to carry out, where conditions allow parents and children to watch and learn rule of law
education, parents in life to form good legal habits, imperceptibly affect the child, will greatly improve
efficiency and save education costs.

Section 5: Improving the Governance of Internet Crime by Minors

1) We will improve the criminal legislation for juvenile cybercrimes and improve the prevention
rules for juvenile cybercrimes

With the rapid development and popularization of network technology, network crime is also
increasing day by day, and network crime is different from traditional crime in the past. It is
characterized by strong dependence on network technology. Preparatory acts such as preparing
technical tools and manufacturing conditions for the implementation of cybercrime play an important
role in the crime. In the face of the rapid spread and growth of cybercrime, prevention should be carried
out from the perspective of criminal policy. The basic strategy of "hitting early and hitting small" is
adopted to deal with cybercrimes. We should regulate and prevent crimes before they are completed or
even in the preparatory stage, rather than allowing them to develop and spread. The crime of using
information networks was added to the Criminal Law Amendment (IX) to specifically punish the
infringement of minors by websites and communication groups using information networks. Some
potential preparatory acts of cybercrime will be included in the scope of criminal punishment, and the
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sound prevention mechanism of cybercrime will be strangled in the bud. Better protect the best
interests of minors [9].

2) Strengthen the legal responsibility of Internet service providers

From the perspective of the existing legal provisions, China has not established an effective timely
reporting system for Internet service providers for juvenile cybercrimes, has not clearly defined the
content of reporting obligations, and has not stipulated the way of responsibility for failure to perform
obligations. Providers take the initiative to discover and report the behavior of juvenile cybercrimes. It
can not only improve the detection rate of minors' cybercrime cases, but also achieve effective
prevention and protection. To prevent some criminals from using the ignorance of minors to carry out
related network crimes, when criminals use the network to lure minors, they can quickly capture the
traces of their crimes. To avoid more serious damage. If there is no legal responsibility for failure to
perform obligations, it is difficult to guarantee the effectiveness of providers' reporting obligations,
resulting in the implementation of the Law on the Protection of Minors to a large extent [10].

3) Strengthen the construction of institutional rules for minors to use the Internet

To improve the prevention of juvenile cybercrime in our country, we should not only focus on the
reform of criminal legislation, but also strengthen the construction of Internet rules for the use of
minors, reduce the dissemination of bad information and illegal information on the Internet, and help
minors to surf the Internet healthily. Although the classification of network information classifies bad
information, it is not comprehensive enough for the prevention of juvenile network crimes. Emphasis
should be placed on the elaboration of the scope of "bad information" [11]. It is divided into "unsafe
behaviors that may cause minors to imitate and behaviors that violate social morality, and guide minors'
bad habits" and other related areas. On the other hand, strengthen the obligations and responsibilities of
families for the correct use of the Internet by minors. Guardians should not only prevent minors from
being addicted to the Internet, but also educate minors on green and healthy Internet access. When
minors encounter illegal violations on the Internet, guardians should timely help curb harmful
behaviors and protect the legitimate rights and interests of minors to the maximum extent [12].

5. Research Conclusion

In the face of the rapid development and popularization of the Internet, the psychological and
physical problems of minors are also changing. Crime with the help of the network platform to produce
a variety of different types of crime, the use of the network for illegal transactions, through the network
to spread pornographic pictures and videos, and even fraud. With the advent of the information age and
the surge of various types of content, the curiosity and curiosity of minors are also increasing rapidly,
and they lack enough discerning ability and are easily affected by bad information. Therefore, minors
need to strengthen education and management in order to avoid these problems appearing on them.
According to the reduction of juvenile criminal age in 2022, it proves that the trend of younger age of
crime is increasing. Due to the poor supervision of minors by schools and parents, many minors do not
get the education they deserve. Moreover, the Internet has become an important part of today's society,
every minor has an Internet device. People like to call each other "Internet natives" [13]. Due to the
lack of proper supervision and correct guidance, many minors without the ability to distinguish right
from wrong and legal awareness carry out various undesirable phenomena such as language attacks,
abuse, and the dissemination of pornographic information on the Internet, and these undesirable
phenomena also cause many teenagers to be infringed by cybercrimes. Therefore, in the comprehensive
construction of the rule of law, the rule of law society, the rule of law at the same time, to create a
law-based governance of the Internet space is also part of the, in order to create a good Internet
environment, it is necessary to formulate special laws and regulations to regulate and prevent, so that
cyberspace becomes a legal, safe and harmonious place. Schools should promptly and early carry out
legal education, so that minors can understand the importance of law in study and life, establish a good
legal awareness, strengthen the publicity of legal knowledge, so that the authority of the law is deeply
buried in the bottom of their hearts, and constantly water to cultivate them into good minors who learn
the law, understand the law and abide by the law. For some minors with a bad individual nature,
individualized education should be carried out, and the idea of both punishment and prevention should
be adopted, so that they can thrive in the era of the great revival of socialism, bloom their colorful
dreams of youth, and better become the successors of socialism and contribute better themselves to the
country and society.
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